3apeructpupoBano B Muntocre Poccun 30 uronst 2014 r. Ne 32919

OEJIEPAJIBHASA CJIYXKBA IO TEXHUYECKOMY U OKCIIOPTHOMY KOHTPOJIIO

ITPUKA3
ot 14 mapra 2014 r. Ne 31

OB YTBEPKJIEHUU TPEBOBAHUI
K OBECHEYEHHUIO 3AIMTHI HHOOPMAIIMM B ABTOMATHU3UPOBAHHBIX
CUCTEMAX YIIPABJIEHUSI TIPOU3BOJICTBEHHBIMU Y TEXHOJIOTMYECKUMHA
MPOLIECCAMHY HA KPUTUYECKHU BAKHBIX OBBEKTAX, IOTEHIIUAJIBHO
ONACHBIX OBBEKTAX, A TAK)KE OFBEKTAX, NPEJCTABJISIIOLIIUX
MOBBIIIEHHYIO OMACHOCTH JIJI5I 2KU3HU U 3JIOPOBbSI JIIOJAEMN
M JIJIS1 OKPYKAIOIIEN ITPUPOTHOM CPE/IbI

CIUCOK U3MEHSIONIUX IOKYMEHTOB
(B pen. [Tpukaza ®CTOK Poccuu ot 23.03.2017 Ne 49)

B cootBerctBuu c Ilonoxxkenuem o DenepanbHON Cly)k0€ MO TEXHUYECKOMY U IKCIHOPTHOMY
KOHTPOJIIO, YTBepKaeHHBbIM YKa3oM [Ipesunenta Poccuiickoit @deneparuu ot 16 aBrycra 2004 r. Ne 1085
(CoOpanme 3akonomatenberBa Poccuiickoit @eneparuu, 2004, Ne 34, cr. 3541; 2006, Ne 49, cr. 5192;
2008, Ne 43, ctr. 4921; Ne 47, ct. 5431; 2012, Ne 7, ct. 818; 2013, Ne 26, ct. 3314; Ne 52, ct. 7137),
MIPUKA3bIBAIO:

YTBepauth  mpunaraemble  TpeGoBaHus K oOecreyeHHIO  3alIUThl  HMHGOpMAlMU B
ABTOMATU3MPOBAHHBIX CUCTEMAaX YIPABICHUS MTPOU3BOACTBEHHBIMHU U TEXHOJIOTUUECKUMHU MPOIecCaMu Ha
KPUTHYECKH BaKHBIX 00BEKTaX, MOTEHIIMATBHO OMACHBIX 00BEKTaX, a TAKKe 00BEKTaX, MPEACTABISIONTNX
MOBBIIICHHYIO OMACHOCTH ISl )KU3HU U 37J0POBbS JIOJIEH U ISl OKPYKAIOIIEH TPUPOTHON CPEIBI.

Jupexrop

denepanbHO CITy>KObI IO TEXHUYECKOMY
U DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH



YTBepKACHBI
npukazoM ®CTIOK Poccun
ot 14 maprta 2014 r. Ne 31

TPEBOBAHUSI
K OBECIIEYEHHIO 3AIIUTHI THOOPMALIUU B ABTOMATHU3UPOBAHHBIX
CHUCTEMAX YIIPABJIEHUSI IPOU3BOJICTBEHHBIMH Y TEXHOJIOTMYECKUMHA
MPOILIECCAMM HA KPUTUYECKH BAKHBIX OBBEKTAX, IOTEHIIUAJBHO
OIIACHBIX OFBEKTAX, A TAKKE OBBEKTAX, IIPEJICTABJISIIOLIIUX
HOBBIIIEHHYIO OITACHOCTbD JJIS1 ’)KU3HH U 3I0POBbSI JIFOAEN
M JIUISI OKPYKAIOIIEN MPUPOJHOM CPE/bI

CHHCcoK U3MEHSIOIUX IOKYMEHTOB
(B pex. Ipukaza ®CTOK Poccun ot 23.03.2017 Ne 49)

I. O0mue momoXKeHus

1. B HacrosmieM 10KyMEHTE yCTaHaBIMBAOTCS TpeOOBaHMS K 00€CIIEUEHHIO 3alUThl UH(pOpMaLUH,
00paboTKa  KOTOPOHM  OCYIIECTBISIETCS ~ aBTOMATU3UPOBAHHBIMM  CHUCTEMaMH  YIPaBICHMS
[IPOM3BOJICTBEHHBIMU M TEXHOJIOTMYECKMMHU IIPOLIECCAMU HA KPUTUYECKHM BaXKHBIX OOBEKTax,
MOTEHIMAJILHO ONACHBIX 00BEKTaX, 00BEKTaxX, MPEJCTABISAIOIINX MOBBIIIEHHYIO ONACHOCTb JJIS KU3HU U
3I0pPOBBSL JIIOJICH M JUIsl OKPY’KAIOIIEH TPHUPOAHON cpenbl (fajnee - aBTOMATU3WPOBAHHBIE CHUCTEMBI
yIpaBJIeHUs), OT HENPaBOMEPHOIO JIOCTYNa, YHUYTOXKEHUS, MOIUGPUIMPOBAHUA, OJIOKUPOBAHMS,
KOIMPOBAHUS, TPEAOCTABICHUS, PACHpPOCTPAHEHHUs, a TaKKe€ WHBIX HENPAaBOMEPHBIX JIEHCTBUH B
OTHOLICHUM TakoW HH(pOpMalMH, B TOM YHUCIE OT JIECTPYKTUBHBIX HMH(POPMALMOHHBIX BO3AECHCTBHI
(KOMIBIOTEPHBIX aTaK), CIEJICTBUEM KOTOPBIX MOXXET CTaTh HapylleHHe (YHKIIMOHUPOBAHUS
aBTOMATU3MPOBAaHHOW CUCTEMBI YIIPABJICHUS.

Hactosmme TpebGoBaHus MPUMEHSIOTCS B Cllydae NPUHSTUS BIAAENblEM aBTOMAaTU3MPOBAaHHOU
CHUCTEMBI yINpaBIICHUS pelIeHus 00 oOecredeHn 3amuThl WHbopMaluu, o0padoTka KOTOpOu
OCYIIIECTBISIETCS 9TOM CHUCTEMOU M HapylleHHe 0e30MacHOCTH KOTOPON MOXET MPUBECTH K HAPYIICHHUIO
(YHKIIMOHUPOBAHUS aBTOMATU3UPOBAHHON CUCTEMBI YITPaBICHUSI.

B cnyyae HEoOXOIUMOCTH NpPUMEHEHHE KpUNTOrpapuuecKuX METOA0B 3alUThl MHPOpMALUU U
U PPOBaTbHBIX (KpUNTOrpaduIeCKUX ) CPEACTB 3aUTH HH()OPMALIUK OCYIIECTBISETCSI B COOTBETCTBHH C
3aKoHOaTenbCcTBOM Pocculickon denepanui.

2. Hacrosmue TpeGoBanwus HaIpaBJICHbI Ha obecrieueHue (GYHKITMOHUPOBAHHUS
ABTOMATU3MPOBAHHOW CHCTEMBI YIPABICHUS B IITAaTHOM pPEXKHUME, TMPH KOTOPOM OOECIICYHBACTCS
COONIOZICHHE TMPOEKTHBIX TMIPEleNIOB 3HAYCHHWU TMapaMeTpPOB  BBIMONHEHUS IENEBBIX  (PYHKIUN
ABTOMATU3MPOBAHHON CUCTEMBI YIIPABJICHUS B YCIOBUSAX BO3JCHCTBUS yrpo3 O€30macHOCTH HH(POpMAITUH,
a TakKe Ha CHIDKEHHE PHUCKOB HE3aKOHHOTO BMEIIATeNhCTBA B MPOIECCH (PYHKIIMOHUPOBAHUS
ABTOMATU3MPOBAHHBIX CHCTEM YIMPABICHUS KPUTHYECKU BAXKHBIX OOBEKTOB, TMOTCHIIMAIBHO OMACHBIX
00BEKTOB, 0OBEKTOB, MIPECTABISIONIUX MOBBIIICHHYIO OMACHOCTh IS )KU3HHU U 3[I0POBBS JIFOJACH U IS
OKpYJKalomel NPUPOAHOM Cpelbl, B TOM YHCII€ OIACHBIX IPOW3BOJCTBEHHBIX OOBEKTOB (manee -
yIpaBisieMble (KOHTPOIUPYEMbIE) 0OBEKTHI), 0€30MaCHOCTh KOTOPHIX 00ECTIEUNBACTCSI B COOTBETCTBUU C
3aKoHOaTenbCcTBOM Poccuiickoit denepanuu 0 0€30MaCHOCTH OOBEKTOB TOILTUBHO-IHEPTETHUUECKOTO
KOMIUIEKCa, O TPAHCIIOPTHON 0€30MacHOCTH, 00 MCTMOJIb30BAaHUU aTOMHOW SHEPTUU, O MPOMBIIUICHHON
0€30MaCHOCTH OIMACHBIX MPOU3BOJACTBEHHBIX 00BEKTOB, O 0€30MaCHOCTH THAPOTEXHHUYECKUX COOPYKEHUN
Y UHBIX 3aKOHOJATENIbHBIX akTOB Poccuiickon denepauuu.

3. [e#ictBue HacToOAmUX TPeOOBaHMI pACIPOCTPAHSACTCS HA ABTOMATH3UPOBAHHBIC CHCTEMBI



yrpaBiieHus, 00eCreYnBarONIFe KOHTPOJIb M YIIPABICHUE TEXHOJIOTUICCKUM H (HITH) TPOU3BOICTBCHHBIM
o0opynoBaHUEM (MCIIOHUTEIBHBIMUA YCTPOMCTBAMH) U PEAIM30BAHHBIMU HAa HEM TEXHOJIOTMYECKUMHU U
(I/IJII/I) IMPOU3BOACTBCHHBIMU ITPOLICCCaAMU (B TOM YHCJIC CUCTEMbI JUCIICTUCPCKOTO YIIPAaBJICHUSA, CUCTCMbIL
coopa (mepemauu) HaHHBIX, CHCTEMbI, IOCTPOCHHbIE Ha OCHOBE MPOrpPaMMHUPYEMBIX JIOTHYECKHX
KOHTPOJIJIEPOB, PACIpEACIICHHbIE CUCTEMBI YIPaBJIEHUS, CUCTEMbI YIPABJICHUS CTAHKAMHU C YHCJIOBBIM
[IPOrPaMMHBIM YIIPABIICHUEM).

4. Hacrosimue TpeOGoBanus mpenHa3HaueHbl Ui JIMI, YCTaHABIUBAIOLUIUX TPeOOBaHUS K 3allUTe
nH(OpMAaIUY B aBTOMATH3UPOBAHHBIX CUCTEMAaX YIPaBJICHHs (Jaee - 3aKa34uK), JTUI], 00CCIICUNBAIOIINX
AKCIUTyaTallMl0 aBTOMATH3MPOBAHHBIX CHUCTEM yIpaBieHHs (lajee - omepaTtop), a Takxke Jull,
MIPUBJICKACMBIX B COOTBETCTBUU C 3aKOHOAATEIHCTBOM Poccuiickoit denepanuu K MpoBEISHUIO paboT 1o
CO3/1aHHI0 (IIPOEKTUPOBAHUIO) aBTOMATU3UPOBAHHBIX CHUCTEM YIpPAaBIIEHUS U (MJIM) UX CHUCTEM 3alUThI
(manee - pa3pabOTUYHK).

5. Ilpu oOpaboTKe B aBTOMATU3UPOBAHHOW CHUCTEME yIpaBieHHs HWH(OPMALMU, COCTABIISIOIICH
rOCYJapCTBEHHYIO TaliHy, €€ 3alIiTa 00eCIIeYnBaETCsl B COOTBETCTBUH C 3aKOHOATEILCTBOM Poccuiickoi
®denepanuu 0 rocyIapCTBEHHON TalHe.

6. 3amuTa WHGOpPMAIMK B aBTOMAaTU3UPOBAHHON CHCTEME YIPaBICHHUS OOECIeuMBaeTCs MyTeM
BBITIOJIHEHUST 3aKa34MKOM, OIEPaTopoM U pa3pabOTUYMKOM TpeOOBaHUH K OpraHM3alUU 3aIlUTHI
nH(pOpMallUY B aBTOMaTHU3WPOBAHHOM CUCTEME YIIPaBIECHUS U TPEOOBaHHM K MEpaM 3allUThl HHPOPMAIIHH
B aBTOMATHU3UPOBAHHOM CUCTEME YIIPABJICHHUS.

II. TpeGoBaHus K OpraHU3aIuy 3alU Tl HHPOPMALTUH
B aBTOMATHU3UPOBAHHOM CUCTEME YIIpaBJICHUS

7. ABTOMaTU3MpOBaHHAs CHCTEMA YIPaBJICHMS, KaK IPaBUII0, UMEET MHOTOYPOBHEBYIO CTPYKTYpPY:

YPOBEHB ONEPATOPCKOrO (JUCIETUEPCKOTr0) yIpaBiIeHUs (BEpXHUM YPOBEHB);

YPOBEHb aBTOMAaTHUYECKOTO YIpaBJIeHuUs (CpeIHUIl ypOBEHbD);

YpOBEHb BBO/Ia (BBIBOJIA) TAHHBIX UCTIOJHUTENIBHBIX YCTPOUCTB (HMKHUH (ITOJIEBOM) YPOBEHb).

ABTOMaTU3UPOBAHHAS CUCTEMA YIIPABIECHUS MOKET BKIIIOUATh:

a) Ha YPOBHE OINEPATOPCKOTO (IUCTIETUYEPCKOTO) YIIPABICHUS:

omeparopckue  (AUCIETYEPCKHE), HWHXKEHEPHBIE  aBTOMATU3WPOBaHHBIE  pabouune  MecTa,
npomsliuieHHbIe cepBepbl (SCADA-cepBepsl) ¢ yCTaHOBJIEHHBIM HA HUX OOIECHCTEMHBIM U MPUKJIATHBIM
IIPOTrPpaMMHBIM o0ecrnieueHrneM, TEJIEKOMMYHUKAIIUOHHOE o0opyioBaHue (KOMMYTaTOpBI,
MapIIPYyTU3aTOPbI, MEKCETEBbIE SKPAHbI, THOE 000PYA0BaHKE), a TAKXKE KaHAJIbI CBA3H;

0) Ha ypOBHE aBTOMaTHUYECKOTO YIPABJICHUS:

pOrpaMMUpYEMBbIE€ JIOTHYECKHE KOHTPOJIEPHI, MHbIE TEXHUYECKUE CPEICTBA C YCTAHOBJICHHBIM
IPOrpaMMHBIM OO€CIIeUeHHEeM, IOJIyYalolie JaHHbIE C HIKHEro (II0JIEBOr0) YpPOBHS, IMepelaroline
JaHHBbIE Ha BEPXHUU YPOBEHb I MPUHSTUS PELIEHUS MO YIPaBJIEHNUI0 00BEKTOM U (MJIM) MPOLIECCOM U
dopmupyrole  YOpaBisAOMIMe KOMaHIbl  (YHpaBifoOmyl0 (KOMaHIHYI0) HH(POPMALUIO)  JUIS
WCIIOJIHUTENIbHBIX YCTPOMCTB, a TaKKe MPOMBIIIJIEHHAs CETh Mepeiadl JTaHHBIX;

B) Ha YpOBHE BBO/Ia (BbIBOJIA) ITAaHHBIX (MCIIOJHUTEIBHBIX YCTPOMCTB):

JATYMKH, UCTIOJTHUTENbHBIE MEXaHU3MbI, HHbIE allllapaTHbIE YCTPOICTBA C YCTAaHOBJIEHHBIMH B HUX
MHUKpONpOrpaMMaMH ¥ MallIMHHBIMU KOHTPOJIJIEpaMH.

KonnuecTBO ypoBHEW aBTOMAaTH3MPOBAHHON CUCTEMBI YIPABICHHUS M €€ COCTaB Ha KaXIOM U3
YPOBHEH 3aBUCUT OT HA3HAYEHUs aBTOMATU3UPOBAHHON CHUCTEMBI YIIPABICHUS U BBIINOJIHSAEMBIX €IO
neneBblx (QyHkumid. Ha KkaxaoM ypoBHE aBTOMAaTHU3MpPOBAaHHOW CHCTEMBI  YIPaBJICHHS IO
(GYHKIMOHATIBHBIM, TEPPUTOPUATBHBIM WM HWHBIM IpPHU3HAKAM MOTYT BBIJICIATHCS JOMOJHUTEIbHBIC
CErMEHTBI.



B aBTOMaTH3MPOBAHHON cHCTEME YIIPaBICHUS 0ObEKTAMHU 3aIUTHI SBIISIOTCS:

uH(popMaIus (aHHBIC) O MapaMeTpax (COCTOSTHUH) YIPABISIEMOTO (KOHTPOIHPYEMOT0) 00bEKTa WK
mporecca  (BXxomHas  (BbIXxogHas) —HMH(oOpMaiusg, yopaBisgiomas — (KOMaHIHAas) — MH(pOpMaius,
KOHTPOJIbHO-U3MEPHUTENbHAS HHPOPMAIHs, HHASI KPUTHIECKH BaKHas (TEXHOJOTru4eckas) nHdopmanms);

MPOrPaMMHO-TEXHUYECKU KOMIUJIEKC, BKJIIOYAIOIIMNA TEXHUYECKUE CpeAcTBa (B TOM 4YHCIIE
ABTOMATHU3WPOBAaHHBICE  pabodyWe MecTa, TMPOMBIIUICHHBIE  CEPBEPHI,  TEIECKOMMYHUKAIIMOHHOE
o0opy/noBaHUE, KaHaJbl CBSI3U, MPOTPAMMHUpPYEMbIe JIOTUYECKHUE KOHTPOJUIEPHl, HCIIOIHUTEIbHbIC
YCTPOWCTBA), MporpaMMHOE oOecredeHne (B TOM 4YHCIIE MHKPOIPOrPaMMHOE, OOIIECUCTEMHOE,
MIPUKJIAIHOE), & TAK)KE CPEJICTBA 3AIIUTH HHPOPMAIIIH.

8. 3amuTa uHGOpPMAIK B aBTOMAaTU3UPOBAHHOMN CHCTEME YIPABICHUS SBJISIETCS COCTAaBHOM YacThiO
paboT Mo co3gaHuI0 (MOACPHU3ANMHK) M IKCIUTyaTalldd aBTOMATU3MPOBAHHOW CHUCTEMBI YIPABICHUS H
o0ecrnieurBaeTcs Ha BCeX CTaAMsIX (dTarax) ee Co31aHus U B XO/1€ IKCILTyaTaliH.

3amuTa uHGOpMAIMK B aBTOMAaTU3UPOBAHHON CHCTEME YIIPABIICHUS JOCTUTACTCS IMyTeM MIPUHSATHS B
paMKax CHCTEMBbI 3aIIUThl ABTOMATH3UPOBAHHON CHCTEMBI YIIPABIICHUSI COBOKYITHOCTH OPraHU3aI[MOHHBIX
U TEXHUYECKHX Mep 3allUThl HHPOpPMAIMH, HAMpPaBICHHBIX HA OJIOKHpOBaHHE (HEUTpaTU3allUI0) Yrpo3
0e30MmacHOCTH WH(POPMAIHH, peaTn3alis KOTOPBIX MOXKET MPUBECTH K HAPYIICHHWIO IITATHOTO PEKHUMA
(GYHKIIMOHUPOBAHMS aBTOMATU3HPOBAHHOW CHUCTEMBI YIIPABJICHUS M YIPaBIsEeMOro (KOHTPOIUPYEMOIO)
00beKTa U (WIK) TpoIiecca, Ha JIOKATU3aU0 1 MUHIMHU3ALHUIO MTOCIEICTBUI OT BO3MOYKHOU peasn3anuu
yrpo3 0Oe3omacHOCTH WH(GOpPMAIMU, BOCCTAHOBJICHHE INTATHOTO peXuMa (YHKIIMOHHUPOBAHHS
aBTOMATHU3HPOBAHHOW CHUCTEMBI YIIPABJICHUS B ClIy4yae pealn3aiuu yrpo3 0e3omnacHoctd nHGopMaIuu.

[TpuHMMaeMble OpraHu3aluOHHbIE U TEXHUYECKHE MEPhI 3alUThl HH(OPMAIIUU:

JTOJKHBL  0OecreyuBaTh JOCTYMHOCTh 00pabaThiBaeMoil B aBTOMAaTH3WPOBAHHON CHCTEMe
yIpaBiieHUs] HHPOopMAIUK (MCKITIOYCHIE HETPABOMEPHOTO OJIOKMPOBAHUS HH(POPMAITUH ), €€ IIEIOCTHOCTh
(MCKJIIOUEeHHE HEMpPaBOMEPHOTO YHUYTOXKEHHS, MOAUPHUIMPOBAHUS HHPOpPMAINH), a Takxke, MpU
HEOOXOIUMOCTH, KOH(PUIACHIIMATHHOCTh (MCKIIOYCHHUE HEMPaBOMEPHOTO JIOCTYIA, KOMHPOBAHUS,
MIPEIOCTABICHUS WM PACIPOCTPaHEHUS HHPOPMAIIIH);

JIOJDKHBI COOTHOCHUTBCSI C MEpaMU IO MPOMBINIIEHHOH, (PU3NYECKON, TOKapHOM, IKOTIOTUUECKOH,
paaualoOHHON O€30MacHOCTH, UHBIMH MepaMHu 10 00ecledeHHI0 0e30MacHOCTH aBTOMAaTH3WPOBAHHOMN
CUCTEMBI YIIPaBJIEHUS U YIPABISIEMOT0 (KOHTPOJIHPYEMOTO) O0BEKTA U (M) MPOIIecca;

HE JOJKHBI OKa3bIBaTh OTPHUIATEIBHOTO BJIMSHUS HA INTATHBIA PEXUM (PYHKIIMOHUPOBAHMS
ABTOMATU3HPOBAHHON CUCTEMBI YIIPABJICHUSI.

9. IIpoBenenue paboT mo 3amuTe WHGOPMAIMKA B COOTBETCTBUM C HACTOSIIUMU TpeOOBaHUSMU B
Xole co3naHusi (MOJEpPHHU3AlMM) W OKCIUTyaTalldd aBTOMATU3UPOBAHHOM CHCTEMBI YIpaBJICHUS
OCYIIIECTBIISIETCS 3aKa3UMKOM, OINEpaTopoM U (WUiau) pa3paboTUYMKOM CaMOCTOSITENbHO U (WIH) TpHU
HEOOXOMMOCTH C TIPHUBJIICUEHHEM B COOTBETCTBHU C 3aKOHOAATENbCTBOM Poccuiickoit ®depepanun
OpraHM3alyii, UMEIONUX JUIEH3UI0 Ha ACSITeNBbHOCTh MO TEXHUYECKOW 3amuTe KOH(UACHIIHATHHON
nH(pOpManuy B cOOTBETCTBUU ¢ DeepaibHbIM 3akoHOM OT 4 Mast 2011 1. Ne 99-®3 "O nuneH3upoBaHum
OTIeNbHBIX BUIOB AearenbHocTH" (Cobpanue 3akoHonatenbeTBa Poccuiickoit @eneparuu, 2011, Ne 19,
cT. 2716; Ne 30, cT. 4590; Ne 43, ct1. 5971; Ne 48, c1. 6728; 2012, Ne 26, c1. 3446; No 31, ct. 4322; 2013, Neo
9, ct. 874; Ne 27, ct. 3477).

10. Jlns oOecnedeHus 3aliuThl HHQOpPMAIMM B aBTOMAaTH3UPOBAHHOM CHCTEME YIpPaBJICHUS
OlepaTopoM Ha3Ha4yaeTcs CTPYKTYpPHOE TOJpa3/iefieHHe WM JIOJDKHOCTHOE JHUI0 (paOOTHHK),
OTBETCTBEHHBIE 32 3aIUTy HHPOPMAIIIH.

11. B aBroMaTu3upOBaHHON cUcTeME yNpaBiICHUs MPUMEHSIOTCS CPEAICTBA 3alllUThl UH(DOpMALIUH,
MPOILIEIINE OLIEHKY COOTBETCTBUS B COOTBETCTBHUM C 3aKOHOJATENbCTBOM Poccuiickoit denepauu o
TEXHUYECKOM PETYIMPOBAHUH.

12. Jns oOecrieueHus 3amiuThl WHGOPMAIMK B aBTOMAaTH3HUPOBAHHOW CHCTEME YIPaBIICHUS
MIPOBOJSATCS CIEAYIOIINE MEPOIIPUSTHUSA:



¢dopmupoBanue TpeOOBaHMIA K 3alUTE HHPOPMAIIUN B aBTOMAaTU3MPOBAHHOM CHCTEME yIpPaBJICHUS;

pa3paboTKa CUCTEMBI 3aIIMThl aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABIICHUS;

BHEJ]PEHUE CUCTEMBI 3aIIUThl aBTOMAaTU3UPOBAHHOM CUCTEMBI YIIPABIICHUS U BBOJL €€ B ICHCTBHUE;

o0ecrieyeHHe 3alIUThl MHPOPMALMU B XOJE€ OKCIUTyaTallud AaBTOMAaTU3MPOBAHHOW CHCTEMBI
YIPABIICHUS;

o0ecrieyeHne 3auThl HHPOPMAIIUK TIPH BBIBOJE U3 AKCIUTyaTaIl[MH aBTOMATU3HPOBAHHOW CHCTEMBI
yIIpaBJICHUS.

dopmupoBaHue TPEOOBAHUN K 3aIIUTe HHPOPMAIHH
B aBTOMATU3UPOBAHHOW CUCTEME YIIPABIICHUS

13. ®dopmupoBanue TpeOOBaHMN K 3amuTe HHGOPMAIMM B aBTOMATH3UPOBAHHON CHCTEME
YIpaBJICHUS OCYIIECTBISETCS 3aKa3UUKOM.

dopmupoBanue TpeOOBaHUH K 3amuTe HHOOPMAIUK B aBTOMATU3UPOBAHHOW CHCTEME YIIPABIICHUS
ocymectBusiercss ¢ yderom [OCT P 51583 "3amwmra wundopmamuu. Ilopsaok co3manus
aBTOMATH3MPOBAHHBIX CHUCTEM B 3amUIneHHOM wucroimHeHnd. OO6mme monoxenus" (mamee - [OCT P
51583), TOCT P 51624 "3amwmra uHbOpMaruu. ABTOMAaTH3UPOBAHHBIC CHCTEMBl B 3alIUIICHHOM
ucnonHeHnu. O6mue tpedoBanus” (manee - OCT P 51624) u craHmapTOB OpraHU3aluyd U B TOM YHCIIC
BKJIFOYAET:

MPUHATHE PEIICHHUS O HEOOXOAMMOCTH 3allUThl MH(OpPMAIMKM B aBTOMATH3WPOBAHHON CHCTEME
yIpaBJICHHUS;

KJIACCU(UKALMI0O aBTOMATU3UPOBAHHOW CHUCTEMBbl YIpaBICHUS [0 TPEOOBAHUAM  3aIUTHI
uHpopmanuu (nanee - KIaccuPpUKaus aBTOMATU3UPOBAHHONW CUCTEMBI YIIPABJICHHUS);

ompezieNieHue yrpo3 0e30macHOCTH HWHGPOpMAIUU, peanu3alus KOTOPBIX MOXKET MPHUBECTH K
HapyIIEHUIO MITAaTHOTO PEXKMMa (PYHKIIMOHUPOBAHHUS AaBTOMATHU3HUPOBAHHOW CHCTEMBI YIpaBJICHUs, U
pa3paboTKy Ha UX OCHOBE MOJIENU YIpo3 Oe30MacHOCTH HH(POPMAIIHH;

OIIpCACIICHUC Tpe6OBaHHI>'I K CUCTCMC 3alllUThI aBTOMaTHSHpOBaHHOﬁ CHUCTCMBI YIIPABJICHUS.

13.1. IIpu npuHATHM pelieHuss 0 HeOOXOAMMOCTH 3aIUThl MH(OpMAMK B aBTOMATU3UPOBAHHON
CUCTEME YTIPABIICHUSI OCYILECTBIISIIOTCSA:

aQHAJIN3 LEJNed CO3/aHus ABTOMAaTHU3MPOBAHHOM CUCTEMBI YIPABJICHHS M 3aJa4, pelIacMbIX ITOU
aBTOMAaTU3MPOBAHHON CUCTEMOM YIIpaBICHUS;

onpezeneHue WHGOpPMALUU, HAPYIIEHUE IOCTYITHOCTH, LEIOCTHOCTU WU KOH(UIEHIMAIbHOCTH
KOTOPOM MOJKET NMPHUBECTH K HAPYIIEHUIO IITATHOIO peXHMa (QYHKIIMOHUPOBAHUS aBTOMAaTU3UPOBAHHOMN
CUCTEMBI yIpaBJieHHs (ONpeleleHne KPUTUYECKH BaXXHOW HHQOpMalnMM), U OIEHKa BO3MOXKHBIX
MIOCJIEZICTBUI TaKOr0 HapYyIIECHHUS;

AQHAJIN3 HOPMATUBHBIX MPABOBBIX AKTOB, JIOKAJIbHBIX IIPAaBOBBIX aKTOB, METOJMUYECKUX JOKYMEHTOB,
HAallHOHAJBHBIX CTAHJAPTOB MW CTAHJAPTOB OpraHU3alMi, KOTOPBIM JOJDKHA COOTBETCTBOBATh
aBTOMATHU3MpPOBaHHAs CUCTEMA YIIPABJICHHUS;

MPUHITHE PELIeHHs] 0 HEOOXOAMMOCTH CO3JAaHUS CUCTEMBbI 3alIUThl ABTOMATU3HPOBAHHONW CHCTEMBI
yIIpaBJIeHUs] W ONpezeNeHne Iefeil M 3a1ad 3amuThl MHPOPMALUMU B aBTOMATH3MPOBAHHOM cHcTeMe
yIpaBJICHUS.

13.2. Knaccudukanusi aBTOMaTU3UPOBAHHON CHCTEMBI YIPaBICHHUS MPOBOJUTCS 3aKa3UMKOM WIIN
OIEpPaTOPOM B 3aBHCHMOCTH OT YPOBHS 3HAYMMOCTH (KPUTHYHOCTH) MH(pOpMaIu, o0paboTka KOTOPOi
OCYUIIECTBJISIETCS B aBTOMATU3UPOBAHHOW CHCTEME YIIPABJICHMUS.

VYcraHaBIMBaOTCA TPU Kiacca 3alIAIIEHHOCTH aBTOMATH3WPOBAHHOM CHCTEMBI YIIPaBJICHUS,
OIIpEACIAIONIME YPOBHM 3AIIMIIEHHOCTH aBTOMATU3MPOBAHHOW cUCTEMBI ynpaBieHUs. CaMblii HU3KHUU
KJIacC - TPETUMH, CaMblii BBICOKHMI - TepBbId. Kiacc 3aluIIeHHOCTH aBTOMATHU3MPOBAHHON CHUCTEMBI



YIIpaBJICHUS ONPEIEIIAETCS B COOTBETCTBUU ¢ mpuiioxkeHreM Ne 1 k HactosimuMm TpeboBaHHsIM.

Knacc 3amuineHHOCTH MOXKET ObITh YCTaHOBJEH OTAEIBbHO JUIsl KaXIOr0 U3 YpPOBHEM
aBTOMaTU3MPOBAHHOM CUCTEMBI YIIPaBJIEHUS MM UHBIX CETMEHTOB IIPH UX HATTUYHH.

PesynpTarhl KiaccuuKanuu aBTOMATU3UPOBAHHOW CHUCTEMBI YIIPABJICHUS OQOPMIISIOTCS aKTOM
KJ1accu(uKammm.

TpeboBanue K Kiaccy 3allMIIEHHOCTHM BKJIIOYAETCS B TEXHUYECKOE 3aJaHHe Ha CO3JaHHe
aBTOMATHU3UPOBAHHOW CHUCTEMBl YIpaBl€HHUS U (WIM) TEXHUYECKOE 3aJaHUE (YaCTHOE TEXHUYECKOE
3aJlaHuE) Ha CO3[]aHNe CHCTEMBI 3aIUThl aBTOMAaTU3UPOBAHHON CHCTEMBI YIIPaBICHUS, pa3pabaTbiBacMbie
¢ yuetom 'OCT 34.602 "UndopmanronHas TexHonorus. KoMruiekc cranaapToB Ha aBTOMAaTH3UPOBAHHBIC
cucteMbl. TexHUYECKOe 3aJjaHre Ha Co3aHue aBToMaTu3upoBaHHO# cuctembl”" (manee - 'OCT 34.602),
I'OCT P 51583, I'OCT P 51624 u crannapToB OpraHU3alMH.

Knacc 3amuieHHOCTH aBTOMAaTU3UPOBAHHOM CHCTEMbI YIIpPaBIECHMUsI (CErMEHTA) IMOAJIEKUT
NIEPECMOTPY TOJIBKO B Cllyyae €€ MOJEpHU3AINH, B PE3YJIbTaTe KOTOPOH U3MEHUJIICS YPOBEHb 3HAUUMOCTH
(kputuHocTH) wH(pOpManuu, oO0pabaTeiBaeMOl B aBTOMATU3WPOBAHHOW CHCTEME  YIPABIICHHUS
(cermeHTe).

13.3.  VYrpo3sr Oe3omacHOCTH HWHPOPMALUU  ONPEHCISAIOTCS Ha KaXIOM U3  ypPOBHEH
ABTOMAaTU3UPOBAHHOW CHCTEMBbI YIIPABICHHUS 110 PE3yJIbTaTaM:

OLIEHKH BO3MOXKHOCTEH (IOTEHIMaja, OCHAIEHHOCTHM M MOTHBALMM) BHELUIHMX M BHYTPEHHHX
HapyLINTEIEH;

aHaJIn3a BO3MOXKHBIX YHSBHMOCTGIZ aBTOMaTHSHpOBaHHOﬁ CHUCTCMBI YIIPABJICHUA,

aHaJM3a BO3MOKHBIX CHOCOOOB (CIlEHapWeB) pealu3aluud yrpo3 Oe3omnacHOCTH HH(poOpManuu U
MOCIICACTBUM OT HAPYIIEHUS KaK OTHACIBHBIX CBOWCTB Oe3omacHOCTH HH(popMauu (IEITOCTHOCTH,
JOCTYIHOCTH, KOH(PUIEHITUAIIBHOCTH ), TAK M aBTOMAaTU3UPOBAHHOMN CHCTEMBbI YIIPABICHUS B IEJIOM.

[Tpu onpenenenun yrpo3 6€30MacHOCTH HHGOPMAIMK YUYUTHIBAIOTCS CTPYKTYPHO-(YHKIIMOHATIbHbIE
XapaKTepUCTUKU aBTOMAaTU3UPOBAHHOM CHCTEMbI YIPABICHMs, BKIIOYAIONINE HaJIW4Yhe YpPOBHEH
(cermMeHTOB) aBTOMATHU3MPOBAHHOM CHUCTEMBI YIIPABICHHs, COCTAaB aBTOMATHU3UPOBAHHOM CHUCTEMBI
yhOpaBieHus, (QU3NYECKUe, JIOTUYECKUe, (YHKIIMOHAJIbHBIE W TEXHOJIOTMYECKHE B3aMMOCBA3H B
aBTOMATU3MPOBAaHHOW CHUCTEME YIPABJIEHUSA, B3aUMOJCHCTBHE C MHBIMH aBTOMATU3MPOBAaHHBIMU
(MHQOPMAIIMOHHBIMHM) CUCTEMAMHU U HWH(GOPMALMOHHO-TEIEKOMMYHUKAIIUOHHBIMU CETSAMHU, PEKUMBI
(YHKIIMOHMPOBAHUS ABTOMATH3UPOBAaHHON CHCTEMBI YIpaBJIEHUS, a TaKXe HHble OCOOCHHOCTH ee
MOCTPOEHHUS U (YHKIITMOHUPOBAHMUS.

[To pesynbraTam ompeneneHuss yrpo3 0e30MacHOCTH HWHGOpMalMU MOTYT pa3padaTbiBaThCs
PEKOMEH/IalliU 110 KOPPEKTUPOBKE CTPYKTYPHO-(DYHKIIMOHAIBHBIX XapaKTEPUCTHUK aBTOMAaTH3UPOBAHHOMN
CHCTEMBbl YIpaBJECHHs, HaNpaBJIeHHble Ha OJOKHpOBaHHWE (HEUTpamu3alMio) OTAEIbHBIX YIPO3
0e30MmacHOCTH HH(OPMALIUH.

Mogens yrpo3 Oe3onacHOCTH WHGOpPMAIMU JOJDKHA COIEP)KaTh ONMMCAHWE aBTOMATH3MPOBAHHOW
CUCTeMBI yIpaBJeHHWs] MW yrpo3 Oe3omacHOCTH WHGOpPMANMKU JUIS KaXIOTO U3  YpOBHEH
ABTOMATHU3MPOBAHHOW CHCTEMBI YIIPABJIICHHS, BKIIOUYAIONICE OIMMCAHWE BO3MOXXHOCTEH HapylIuTeIen
(Mozenp HapyIIUTENs ), BO3MOXKHBIX YSI3BUMOCTEH aBTOMAaTH3UPOBAHHOM CHCTEMBI YIIPaBJICHHUS, CIOCOO0B
(cueHapueB) peaymM3anid yrpo3 0e30macHOCTH WHGOPMAIMK W TOCIEACTBUNA OT HApYIICHUS CBOMCTB
6e3omacHoCTH HHGPOPMAIUH (JIOCTYITHOCTH, LEIOCTHOCTH, KOH(MUICHIIMATFHOCTHA) U ITATHOTO PEeXHUMa
(GYHKIIMOHUPOBAHMS ABTOMATHU3MPOBAHHOM CHCTEMBI YIIPABICHUS <*>.

<*> Paspaborannsie ®CTOK Poccun B coorBeTcTBHM ¢ NMOANYHKTOM 4 nyHkTa 8 IlonokeHus o
®denepanpHOll Ccay)KO0€ MO TEXHHYECKOMY M OKCIIOPTHOMY KOHTPOJIO, YTBEPKIACHHOTO YKa3zoMm
[Ipesunenta Poccuiickoit @eneparuu ot 16 aBrycra 2004 1. Ne 1085 (Cobpanue 3aKOHOAATEIHCTBA
Poccuiickoit @enepannn, 2004, Ne 34, ct. 3541; 2006, Ne 49, ct. 5192; 2008, Ne 43, ct. 4921; Ne 47, cr.
5431; 2012, Ne 7, ct. 818; 2013, Ne 26, ct. 3314; Ne 52, ct. 7137).



Jns onpenenenus yrpo3 0€30macHOCTH MHPOPMALUU U pa3pabOTKH MOZIETH yrpo3 0e30MacHOCTH
nHpopManuu npuMeHsroTcs Metoauueckne T1okyMeHThl DCTOK Poccum <*>,

<*> Pazpaboranasie ®CTOK Poccuu B cooTBeTCTBUU ¢ MOANYHKTOM 4 myHKTa 8 [lomoxeHwus o
OenepalibHOl  Ccily’)k0€ 1O TEXHHMYECKOMY M JKCHOPTHOMY KOHTPOJIO, YTBEPXKIEHHOTO YKa3oM
[Ipesunenta Poccuiickoit @enepamun ot 16 aBrycra 2004 . Ne 1085 (CoOpanue 3akOHOJATEIHCTBA
Poccuiickoit @enepaunu, 2004, Ne 34, ct. 3541; 2006, Ne 49, ct. 5192; 2008, No 43, ct. 4921; Ne 47, cr.
5431; 2012, Ne 7, ct. 818; 2013, Ne 26, ct. 3314; Ne 52, ct. 7137).

13.4. TpeGoBaHMsI K CUCTEME 3aIUThl AaBTOMATU3UPOBAHHOM CUCTEMBI YIIPABICHUS ONPEACTSIOTCS B
3aBUCMMOCTH OT KJIacca 3alllMIIEHHOCTH AaBTOMATHU3UPOBAHHON CHCTEMBbl YIPABICHUS U YIrpo3
6e3omacHOCTH UH(OPMALIUY, BKIIOYECHHBIX B MOJEIb YIrpo3 0€30MacHOCTH HHPOPMAITIH.

TpebGoBanusi K CHUCTeME 3allMThl AaBTOMAaTU3MPOBAHHOW CHUCTEMbl YIPABICHHUS BKIIOYAIOTCS B
TEXHUYECKOE 3aJJaHue Ha CO3/JaHue (MOJIEPHU3AIINIO) aBTOMATU3UPOBAHHOM CUCTEMBI YIIpaBJICHUS U (M)
TEXHUYECKOe 3a/JaHue (YaCTHOE TEeXHUYECKOoe 3aJlaHhe) Ha CO3JaHHE CHCTEMbl  3alllUThI
aBTOMATHU3MPOBAHHOW CUCTEMBI yIipaBieHusl, pazpadaTeiBaemble ¢ yuerom 'OCT 34.602, 'OCT P 51583,
I'OCT P 51624 u ctaHapTOB OpraHu3aiuu, KOTOPbIE TOIKHBI B TOM YUCJIE COACPKATh:

e ¥ 33]]a4 00eCIIeYeHHs 3alUThl HHPOPMALIMKM B aBTOMAaTH3UPOBAHHON CUCTEME YIIPaBICHUS,

KJIACC 3alIUIIEHHOCTH aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPaBICHUS;

NepeueHb HOPMATHUBHBIX TIPABOBBIX aAKTOB, JIOKAJIBHBIX MPABOBBIX aKTOB, METOJUYECKHUX
JOKYMEHTOB, HAI[MOHAJIBHBIX CTAHAAPTOB U CTAHAAPTOB OPraHU3AIIHI, KOTOPHIM JOJI’KHA COOTBETCTBOBATH
aBTOMATU3MPOBAHHAS CHCTEMa YIIPaBJICHUS,

00BEKTHI 3aIIUTH ABTOMATH3UPOBAHHOM CHCTEMBI YIPaBIEHHUS Ha KaXKIOM U3 €€ YPOBHEN;

TpeOOBaHUS K MepaM M CPEACTBAM 3allUThl HHPOPMAIUH, MPUMEHSIEMBIM B aBTOMATHU3UPOBAHHOMN
CUCTEME yTPABJICHHUS;

TpeboBaHusT K 3amure WHOOpMAIMU TIpU WHOOPMAIMOHHOM B3aMMOJIEHCTBUM C WHBIMH
aBTOMAaTU3HPOBAHHBIMU (uH(pOPMAITMOHHBIMH ) CUCTEMaMHU u
MH(POPMAITMOHHO-TEIEKOMMYHUKAITUOHHBIMH CETSIMH;

TpeOOBaHUS K MMOCTABIAEMBIM TEXHHUYECKUM CPEJCTBaM, IPOrpaMMHOMY OOECTIEUeHUI0, CPEACTBAM
3alUThl HH(OPMALINN;

(GYHKIMM 3aKa34yMKa U OTMepaTropa 1o o0ecrneyeHu o 3aluThl HHPOPMAIIMK B aBTOMAaTU3UPOBAHHOM
CUCTEME YNPABIICHHUS;

CcTaaun (3T8.HBI pa60T) CO3aaHus CUCTCMBI 3allIUThI aBTOMaTHSI/IpOBaHHOﬁ CHUCTCMBbI YIIPABJICHUA.

[Ipu ompeneneHun TpeOOBaHHWI K CHCTEME 3alIUThl aBTOMATHU3UPOBAHHON CHUCTEMBI YIPABIICHUS
YUUTBHIBAIOTCS TOJOXKEHHSI MOJUTUK oOecriedeHus] HHPOpPMAIIMOHHOM 0€30MacHOCTH 3aKa3uuKa B Cllydae
ux pazpabotkn mo 'OCT P MCO/M3BK 27001 "NndopmainimonHas TexXHOJIOTHS. METOIbl U CpencTBa
obecnieuenus 6e3onacHocTd. CHCTeMBbl MEHEKMEHTa HH(DOpMalnoHHON Oe3onacHocTu. TpeboBanus", a
TaKKe TOJUTUK obecrieueHrss HHPOPMAIIMOHHON O€30MacHOCTH OTepaTopa B YacTH, HE TPOTUBOPEYAIICH
MOJIMTHKAM 3aKa3uMKa.

Pa3paboTka cucTembl 3alIUTHl aBTOMATU3UPOBAHHOM
CHUCTEMBI YIIPABIICHUS

14. Pa3zpaboTka cucTeMbl 3aIIUThl aBTOMATU3MPOBAHHON CHCTEMbl YIPABICHHUS OpPraHU3yeTCs
3aKa34MKOM U OCYILLIECTBIISICTCS Pa3padOTYUKOM H (HIIH) OIIEpaTOpOM.

Pa3paboTka cucTeMbl 3alllUThl ABTOMATU3MPOBAHHOW CHCTEMBI YIPABIEHUS OCYIIECTBISIECTCS B



COOTBETCTBUM C TEXHUYECKHUM 3aJlaHUEM Ha CO3JaHue (MOJAECPHU3ALMIO) aBTOMAaTU3UPOBAHHON CHUCTEMBbI
yIpaBieHUs U (UIM) TEXHUYECKUM 3aJaHieM (YaCTHBIM TEXHUUYECKUM 3aJlaHMEM) Ha CO3JaHUE CUCTEMBbI
3alIMThl aBTOMAaTU3MpPOBaHHOW cucteMbl ynpaienus ¢ ydetom ['OCT 34.601 "HudopmamumonHas
TexHousiorus. Komiuieke cranaapToB Ha aBTOMAaTU3UPOBAHHbBIE CUCTEMbL. ABTOMaTU3UPOBAHHBIE CCTEMBI.
Craguu coznanus” (nanee - 'OCT 34.601), TOCT P 51583, 'OCT P 51624 u ctannapToB OpraHu3aluu 1
B TOM YHCJIE€ BKIIIOYAET:

IMPOCKTUPOBAHUEC CUCTEMBI 3allIUThI aBTOMaTH3Hp0BaHHOﬁ CUCTEMBI YIIPABJICHUS,

pa3pabOTKy IKCILTyaTallMOHHON TOKYMEHTALUK HA CUCTEMY 3alllUThl aBTOMATU3UPOBAHHOM CUCTEMBI
YIIPABJICHUS.

Cucrema 3alUTBl aBTOMATU3UPOBAHHOW CHCTEMBI YIPABICHUS HE JOJDKHA MPEMNSITCTBOBATH
MITATHOMY PEKUMY (PYHKIIMOHUPOBAHUS aBTOMATH3UPOBAHHOM CHCTEMBI YIIPABJICHHUS IIPH BHIITOJTHEHNUN €€
(GyHKLIMH B COOTBETCTBUM C HA3HAYCHUEM aBTOMATU3MPOBAHHONW CUCTEMBI YIIPaBIICHHUS.

[Tpu pa3zpa®oTke CHUCTEMBI 3alUThl ABTOMAaTHU3UPOBAHHON CHUCTEMBbI YNpaBJIEHUS YUYUTHIBAETCS €€
MH(POPMALIMOHHOE B3aUMO/JICHCTBHE C MHBIMH aBTOMAaTU3UPOBAHHBIMU (MH(POPMALIMOHHBIMH) CHCTEMaMHU
U MH(OPMaIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIMH CETSIMH.

14.1. ITpu npoeKTUPOBAHUM CUCTEMBI 3alllUThl ABTOMAaTU3UPOBAHHOM CUCTEMBI YIIPABICHUS:

OIPEAEIAIOTCS TUIBI CYOBEKTOB J0CTYIA (I10JIb30BATEIH, IPOLECCHl U MHBIE CYOBEKTHI 10CTYNA) U
OOBEKTOB [JOCTYIA, SBJSIOIIMXCS OOBEKTaMU 3allUThl (aBTOMAaTU3MpPOBAaHHBIE paboune Mecra,
IIPOMBIIIJIEHHBIE CEPBEPHI, TEIEKOMMYHHMKAI[MOHHOE OOOpYJOBaHME, IPOrpaMMHUpPYEMBbIE JOTHYECKHE
KOHTPOJUIEPHI, UCIIOJHUTENIbHBIE YCTPOICTBA, MHbIE OOBEKTHI AOCTYIA);

OTIPENIETISIIOTCSI METObI YIIPABJICHUS TOCTYNOM (JIMCKPEIIMOHHBIN, MaHIaTHBIN, POJIEBON WJIM WHBIE
METOJIbI), TUIBl JOCTyna (YTCHHE, 3alKCh, BHINOJHEHHE WM WHBbIE THUIBI JOCTyMa) U IpaBUia
pasrpaHMyYeHHs JO0CTyna CyOBEKTOB JOCTyHna K OOBEKTaM J0CTyna (Ha OCHOBE CITHMCKOB, METOK
0€30MacHOCTH, POJEH M MHBIX MPaBWI), MOJUISKAIINE pealu3allii B aBTOMATU3HPOBAHHOW CHCTEME
YIPaBJICHUS;

BBIOMPAIOTCSI MEPHI 3aIUTHI WH(OPMAIUH, TTOJIeKAIINE PeATU3AlMA B PAMKAX CHCTEMBI 3aIllUThI
ABTOMATU3UPOBAHHOM CUCTEMBI YIIPABIICHUS;

OTIPEICNAIOTCS TMapaMeTpbl MPOTPAMMHUPOBAaHUST U HACTPOHWKH TMPOTPAMMHOTO OOeCledYeHHs,
BKJTIOYAs MPOrPaMMHOE 00ecTieueHre CPEICTB 3alUThl HHGOPMAIINH, 00€CTICUNBAIOIINE PEATU3AIINIO MEP
3aIUThl HHPOPMAIMH, a TaKKEe YCTpaHEHHE BO3MOXKHBIX YA3BUMOCTEH aBTOMATH3MPOBAHHOW CHCTEMBI
yIIpaBJICHUS;

OTIpeNeNAIOTC BUABI U THUIIBI CPEJCTB 3alIUThl HMH(pOpMalMU, 0OECHEUMBAIOIINE pPEeaTU3alUIo
TEXHUUYECKUX Mep 3alIUThl HHPOpMAIUY;

ONpeaACIIACTCA CTPYKTYypa CUCTEMbI 3alllMThL aBTOMaTPISI/IpOBaHHOﬁ CHUCTCMbI YIIPABJICHUA, BKIIIOYaA
COCTaB (KOJ'II/ILICCTBO) 1 MCECTa pa3MCIICHUS €€ 3JICMCHTOB;,

OCYILECTBIISICTCSI MPH HEOOXOAWMOCTH BBIOOP CPEIACTB 3alIUTHl HMH(GOPMAIMM C YYETOM HX
CTOMMOCTH, COBMECTHUMOCTH C MPOTPaMMHBIM O00ECHE€YEHHEM M TEeXHUYECKUMHU CPEICTBaMH, (PYHKIIMHA
0€30IaCHOCTH 3THX CpPEJICTB M OCOOCHHOCTEH MX peanu3allui, a Takke Kiacca 3allUIEHHOCTH
aBTOMATHU3HPOBAHHOW CUCTEMBI YIIPaBJICHMUS;

OTIpeNIeNAI0TCA Mephl 3alluThl MH(OpMAMK Npu HHOOPMAIIMOHHOM B3aHUMOJCHCTBUU C HHBIMH
aBTOMAaTU3UPOBAHHBIMU (MHpOPMAITMOHHBIMH ) CUCTEMaMH "
MH(POPMAIMOHHO-TEIEKOMMYHUKAITMOHHBIMU CETSAMU;

OCYILECTBIISICTCSI TTPOBEPKA, B TOM YHCJE NMPH HEOOXOAMMOCTH C HCIIOJIb30BAaHHEM MAaKeTOB WU
TECTOBOM 30HBI, KOPPEKTHOCTH (PYHKIHOHHUPOBAHUS aBTOMATU3MPOBAHHON CHCTEMbI YIPABICHUS C
CHCTEMOW 3alUThl U COBMECTHMMOCTH BBIOPAaHHBIX CPEACTB 3allUThl MHPOPMALUU C MPOrpaMMHBIM
o0ecrieueHrneM U TEXHUYECKHUMH CPEeICTBAMU aBTOMATH3MPOBAHHOM CHCTEMBI YIIPaBICHUS.

[Ipy NpPOEKTUPOBAHUU CUCTEMBI 3AIMUTHI ABTOMATU3MPOBAHHOW CHUCTEMBI YIPABICHUS JOJKHBI
YUUTBIBATHCSI OCOOCHHOCTH (DYHKIIMOHUPOBAHUS MPOTrPAMMHOT0 00ECIICUeHUsI M TEXHUYECKUX CPEJICTB Ha



Ka)XJIOM U3 YPOBHEHM aBTOMATHU3UPOBAHHON CHCTEMBI YIIPABIICHHUS.

Pe3ynbTarbl MPOEKTUPOBAHUS CHUCTEMBI 3alllUTHl ABTOMATHU3UPOBAHHOW CHUCTEMbl YIPABJICHUS
OTPaXKAIOTCsI B TMPOCKTHOM JOKYMEHTAMH (ICKM3HOM (TEXHHYECKOM) TpoekTe W (Wiau) B padoueit
JIOKYMEHTAI[M1) HAa aBTOMaTU3UPOBAHHYIO CUCTEMY YIPABIICHUS (CUCTEMY 3alllUThl aBTOMATU3UPOBAHHON
CUCTEMBI ympaBiieHus), paspadarsiBaemoir ¢ ydetom ['OCT 34.201 "MHbopmamnroHHas TEXHOJIOTHSI.
KoMIuiekc craHmapToB Ha aBTOMATH3MPOBAHHBIE CHCTEMBI. BUIBI, KOMIUIEKTHOCTh M OOO3HAYCHHE
JOKYMEHTOB TpU CO37aHUU aBToMatu3upoBaHHBIX cucTeM" (mamee - ['OCT 34.201) m cranmapToB
OpraHH3alMH.

14.2. Pa3zpaboTka 3KCILTyaTallMOHHOW JOKYMEHTAI[MUM Ha CUCTEMY 3allUThl aBTOMATH3WPOBAHHOM
CUCTEMBI YIIPaBJICHUS OCYIIECTBIISIETCS MO PEe3yJIbTaTaM MPOSKTUPOBAHUS B COOTBETCTBUH C TEXHUUYECKUM
3aJlaHMeM Ha Cco3JaHHe (MOAEpPHHU3ALMIO) AaBTOMATU3UPOBAHHOW CHUCTEMbl YIpaBJIEHUS U (WUJIHN)
TEXHUYECKUM 3aJaHueM (YaCTHBIM TEXHUYECKUM 3aJlaHHE€M) Ha CO3JaHUE CHUCTEMBbl 3alUThI
aBTOMATHU3UPOBAHHOW CUCTEMBbI YIIPABICHHUS.

OKCIUlyaTalluOHHAas JOKYMEHTAaIlusi Ha CHUCTEMYy 3allUThl aBTOMATHU3WPOBAHHON CHCTEMBI
ynpasneHus paspadarbiBaercs ¢ yuerom ['OCT 34.601, I'OCT 34.201, 'OCT P 51624 u cranaaptos
OpraHM3aliy U JOHKHA B TOM YHCIIE COJIEPKaTh ONMHUCaHUE:

CTPYKTYPbI CUCTCMBbI 3allIUThI aBTOMaTI/I?»I/IpOBaHHOI‘/'I CUCTCMBI YIIPABJICHU,

COCTaBa, MECT YCTAHOBKH, MapaMeTPOB M TOpPAIKAa HACTPOHKH CPEACTB 3alIUTHl MH(OpMAIUH,
IIPOrpaMMHOI0 00ecreueHus] U TEXHUYECKUX CPEJICTB;

IMMpaBUJI DKCIUTyaTalluu CUCTCMBbI 3allIUThI aBTOMaTHSHPOBaHHOﬁ CUCTCMBI YIIPABJICHUA.

Buenpenue cuctemspl 32U ThI aBTOMATU3UPOBAHHOW CHCTEMBI
YIPaBJICHHS U BBOJI €€ B ICHCTBHE

15. BHenpeHue cuCTEMBl 3alllUThl ABTOMATHU3UPOBAHHON CHCTEMBI YIPaBJIEHUS OpPIraHU3yeTCs
3aKa34UKOM M OCYILECTBIISIETCS pa3pabOTYMKOM U (UITH) OTIEPATOPOM.

BHGI[pCHI/IG CHUCTEMBI 3alIUThI aBTOMaTH3HpOBaHHOﬁ CUCTCMBbI YIIPABJIICHHUA OCYHICCTBIIACTCA B
COOTBETCTBUM C IMPOEKTHON M HKCIUTyaTAal[MOHHOW JOKyMEHTalMel Ha CHUCTeMY 3alUThl MH(OopMaIuu
aBTOMaTH3HpOBaHHOﬁ CHUCTCMBI YIIPABJICHUA U B TOM YHUCJIC BKIIOYACT:

HAacCTpOMKY  (3a7laHMe  TapamMeTpoB  NPOTrPaMMHUPOBAHMSA)  MPOrPAMMHOIO  oOecreyeHHs
aBTOMaTH3HpOBaHHOﬁ CHUCTCMBI YIIPABJICHUSA

pa3paboOTKy JOKYMEHTOB, OMNPENENAIOIIMX IpaBWiIa M MpoUeayphbl (MOJIUTHUKH), pealnu3yeMble
OIIepaTOPOM JUIst 00eCTIeUEeHNU s 3alUThl MH(POPMAlLlU B aBTOMATU3UPOBAHHON CUCTEME YIIPaBIIEHUS B X0J1€
ee dKCIUTyaTaluu (J1ajnee - OpraHu3alMOHHO-PacOPSAUTENbHBIE JOKYMEHTHI 0 3allUTe HHPOPMaIUN);

BHEJJPEHNE OPraHU3AIMOHHBIX Mep 3alIUThl HHPOPMAIUH;

YCTAaHOBKY M HACTPOMKY CpPEICTB 3allUThl HMH(POpPMAlMM B aBTOMAaTU3WPOBAHHON cHCTEME
yIpaBIEHUS;

npeaABapUTEIIbHBIC UCTTIBITAHNUA CUCTEMBI 3alllUThI aBTOMaTI/ISI/IPOBaHHOfl CHUCTCMBI YIIPABJICHUSA

OINBITHYIO SKCIITyaTallhui0 CUCTEMBI 3aIIUThI aBTOMaTHSHpOBaHHOﬁ CHUCTEMBI YIIPABJICHHA,

aHau3 yA3BUMOCTEH aBTOMAaTH3MPOBAHHOM CHCTEMBI YIPaBIEHHS M MPHUHATHE Mep MO0 HX
YCTpaHEHUIO;

MMPUEMOYHBIC UCIIBITAHUSA CUCTEMBI 3alIIUTHI aBTOMaTI/ISI/IpOBaHHOﬁ CHUCTEMBI YIIPABJICHUS.

15.1. Hacrtpoiika (3agaHue mnapaMeTpoB MPOTrPaMMHUPOBAHMS) MPOrPAaMMHOIO oOOecredeHus
aBTOMAaTU3MPOBAHHOM CHCTEMBI YNPABJICHHUS JTOJHDKHA OCYLIECTBIATHCS B COOTBETCTBUHU C NMPOEKTHOW M
AKCIUTyaTal[MOHHON JOKYMEHTAaleil Ha aBTOMAaTHU3WPOBAHHYIO CHUCTEMY YIpaBieHHUS M 00OecredyuBaTh
KOH(HUTypaluio MporpaMMHOro o0ecrieyeHHsl 1 aBTOMAaTU3UPOBAHHON CHCTEMBI B LIEJIOM, NPU KOTOPOii
MUHUMH3HUPYIOTCS PUCKH BOZHUKHOBEHUS YSI3BUMOCTEH U BOZMOKHOCTH peain3aliy yrpo3 0€30MacHOCTH



uHpopMaLuu.

15.2. Pa3pabareiBaeMble OpraHU3aOHHO-PACHOPSAUTENbHBIE JOKYMEHTHI 10 3alIuTe HH()OpMaIK
JOJDKHBI OTIPEIENATh IPAaBUIIA U IPOLEAYPHI (TOTUTUKH):

peanu3anuii OTIENbHBIX MEp 3alIUThl HHPOPMAILIUN B aBTOMAaTH3UPOBAHHOM CHCTEME YIPABJICHUS B
paMKax ee CUCTEMBI 3allUThI;

IUTAHUPOBAHHUS MEPONPHATHII 1O OOECICUCHHIO 3alIuThl MH(GOPMAIMH B aBTOMATH3UPOBAHHOMN
CHCTEME YIPaBJICHUS;

oOecrieyeHns JEHCTBHI B HEINTATHBIX (HENPEIBUICHHBIX) CHTYalUsX B XOJE O3KCILTyaTaluu
AaBTOMATH3UPOBAHHOIN CUCTEMBI YIIPABIICHHS;

UH(POPMHUPOBAHUS M 00yUEHUS IepcoHalla aBTOMATU3UPOBAHHON CHCTEMBI YIIPABIICHHS,

aHanu3a yrpo3 6e30macHOCTH MH(OPMAIMK B aBTOMATU3UPOBAHHON CHCTEME YIPABICHHUS U PHCKOB
OT UX peaJln3aluy;

ynpaBieHus: (aIMUHUCTPUPOBAHUS) CHCTEMOH 3allUThl HHPOPMALMU aBTOMATH3UPOBAHHOM
CUCTEMBI YIIPaBIICHUS;

BBISIBJICHUS] MHLUUACHTOB (OJHOTO COOBITUSI WJIM TPYIIBI COOBITUI), KOTOPblE MOTYT NPHBECTH K
cOOsIM WM HApYHICHWIO (YHKIMOHUPOBAHUS aBTOMATH3WPOBAHHON CHUCTEMBI yIpaBlieHWs W (WIH) K
BO3HUKHOBEHUIO yrpo3 0e30macHOoCTH MH(pOpMaLUK (Aajiee - MHIKUICHTHI), U pearupoBaHus Ha HUX;

YIIpaBJICHUA KOH(I)HpraHHCIZ aBTOMaTI/ISI/IpOBaHHOﬁ CHUCTCMBI YIIPABJICHUS U €€ CUCTCMBbI 3alllUThI;

KOHTPOJIsl (MOHUTOPUHTA) 33 00ECTIEYEHUEM YPOBHS 3aIMILIEHHOCTH aBTOMAaTU3UPOBAHHON CHCTEMBI
yIIpaBJICHUS;

3alIUThl HH(GOPMALMU IIPU BBIBOJIE U3 SKCILTyaTallud aBTOMAaTU3UPOBAHHOM CUCTEMBI yIIpaBJICHUS.

OpraHu3allMOHHO-pACcIIOPAUTEIbHbIE ~ JOKYMEHTHl IO  3ammre  HWHGOpMAlMU  MOTYT
pa3palaThiBaTbCsl B BHJE OTIENbHBIX JOKYMEHTOB OIEpaTopa WM B paMKax oOOIIed MOJIUTHUKU
obecriedeHnss ”HPOPMALIMOHHOM Ge3omacHOCTH B citydae ee pa3padbotku no 'OCT P UCO/M3K 27001
"Undopmanimonnas TexHosorus. Mertoasl U cpeacTBa oOecrieueHus OezomacHOCTH. CuCTEMBbI
MeHeKMeHTa HH(opMalmoHHoi 6e3onacHocTu. TpeGoBaHus".

15.3. Ilpu BHeApEeHUN OpraHU3ALMOHHBIX MEp 3allUThl HH(OPMALIUN OCYIIECTBISIOTCS:

BBEJICHHE OTpaHWYCHUIN Ha JeWCTBHUs TepcoHana (IoJib30BaTeleil (ormepaTopcKoro mMmepcoHana),
aJIMUHUCTPATOPOB, OOECIEUMBAIOLIETO IMEPCOHANa), a TAKKe Ha YCIOBHUS JKCIUTyaTallud, U3MEHEHHe
cocTaBa U KOHPUTYpalluy TEXHUYECKUX CPEICTB U IPOrPaMMHOI0 00ecTIeyeHHMs;

peanu3anys MpaBWJl pa3TpaHUYEHHUs JOCTYIA, perjaMeHTHPYIOIIMX IpaBa JOCTyNa CyObEKTOB
J0CTyna K 00beKTaM JI0CTYIa;

IIPOBEpKa MOJHOTHI U JAETAaIbHOCTU ONKCAHUS B OPTaHU3AllMOHHO-PACTIOPSIUTEIbHBIX TOKYMEHTaX
no 3amuTe MHGOpPMaluM JAEHCTBUM MepcoHalla aBTOMAaTHU3MPOBAaHHON CHCTEMBl YIpaBJICHUS,
HaIpaBJIEHHBIX Ha oOecrieueHune 3aluThl HHPOpMalny;

0oTpabOTKa MPaKTUYECKUX AEMCTBUM JOKHOCTHBIX JIMI W TOJpa3AeNeHH, oOecrneynBaronx
HKCIUTYyaTaIlI0 aBTOMATU3UPOBAHHON CUCTEMBI YIIPaBJICHUS U 3aLIUTY UH(OPMAIIHH.

15.4. YcraHoBKa M HacTpoiKa CpeICTB 3allUThl MH()OPMAIIMK OCYILECTBIIAETCS B CIy4asx, €CIU
TakMe CpeACcTBa HEOOXOAMMBI Ui OJOKMpoBaHUs (HelTpanuzanuu) yrpo3 6e30macHOCTH MHGOpMalu,
KOTOpbIE HEBO3MOXKHO HMCKIIIOYMTh HACTPOMKOHM (3aJlaHUEeM MapaMeTpoB) MPOTrpaMMHOrO oOecredeHust
aBTOMATHU3HPOBAHHOW CHCTEMbI YIpaBiIeHUS U (UJIM) peaju3aluedl OpraHU3alMOHHBIX MEp 3allUThl
uHpopMaluu.

VYcraHoBKa M HacTpoWKa CpencTB 3aluThl MH(OpPMAalWd B aBTOMATHU3UPOBAHHOW CHUCTEME
YIpaBIEHUS JOJKHA MPOBOAMTHCS B COOTBETCTBHM C JKCIUIYaTallUOHHOW JOKYMEHTALIMEHW HAa CUCTEMY
3alUThl ABTOMATHU3HPOBAaHHOW CHCTEMbl YIpPABIEHUS M JOKYMEHTallMell Ha CpeaCcTBa 3alllUThl
uHpopMaLUu.

[Ipy >TOM ycTaHOBKa M HACTpOWKa CPEICTB 3aIllUThl WH(GOpPMAIMM JOJDKHA OOecrednBaTh



KOPPEKTHOCTh (DYHKIIMOHUPOBAHHUS ABTOMATH3MPOBAHHOM CHUCTEMBI YIPABJICHUS H COBMECTUMOCTD
BBIOPAHHBIX CPEJICTB 3aLIUTHI UHPOPMALIMH C TPOrPAMMHBIM 00€CIIeYeHHEM U TEXHUUECKUMHU CPEICTBaMU
ABTOMATU3UPOBAHHOM CHCTEMBI YIIPABIICHUs. YCTAaHOBJICHHBIE W HACTPOCHHBIE CPEACTBA 3allUThI
uH(bOpMaLUU He TOJKHBI OKa3bIBaTh OTPHUILIATEIBHOTO BIUSHMS HA IITATHBIN peXUM (HYHKLIMOHUPOBAHUS
ABTOMAaTU3UPOBAHHON CUCTEMBI YIIPABIICHUS.

15.5. IIpenBapuTenbHbIE UCIIBITAHUSI CUCTEMBI 3alIUThl aBTOMAaTU3UPOBAHHOMN CUCTEMBI YIIPABIICHUS
npoBogsarcst ¢ ydetom ['OCT 34.603 "HadopmanwoHHass TexHOJIOTHS. Buabsl HWCHBITaHHMA
aBToMaru3upoBaHHblx cucreM" (manmee - ['OCT 34.603) u craHmapTOB OpraHU3allid U BKJIIOYAIOT
IIPOBEPKY pPabOTOCIIOCOOHOCTH CUCTEMBI 3alUThl ABTOMATU3UPOBAHHONW CUCTEMBbI YIPABJICHUS, a TaKkKe
IIPUHATHE PELIEHUS O BO3MOXXHOCTHU OIBITHOM 3KCIUIyaTallUd CHUCTEMBI 3allliThl aBTOMAaTHU3UPOBAHHOU
CUCTEMBI YIIPaBJICHHUS.

Ilo pe3ynbraTraM HpeaBapUTENbHBIX UCIBITAHUM CUCTEMBI 3aIUTHI aBTOMAaTU3UPOBAHHON CHUCTEMBI
yIIpaBJIEHUs] MOTYT pa3padaTbiBaTbCs NPEAJIOKEHHUS 110 KOPPEKTUPOBKE IMPOEKTHBIX PELICHUH 10
aBTOMATU3HPOBAHHOW CUCTEME YIPABICHUS U (UJIM) €€ CUCTEME 3aLUTHI.

15.6. OnbiTHas SKCIUTyaTalldsi CUCTEMbl 3alUThl ABTOMATU3WPOBAHHOW CHUCTEMBI YIPABIICHUS
npoBoautrcs ¢ ydetom ['OCT 34.603 u crangapToB OpraHu3alMd W BKJIKOYAET IPOBEPKY
(YHKITMOHUPOBAHMSI CUCTEMBI 3alUThI ABTOMATU3MPOBAHHOW CHCTEMBI YIPABJICHHS, B TOM YHCIIC
pEaIM30BaHHBIX MEp 3allUThl HH(POpPMAIMH, a TakKe TOTOBHOCTh IE€pPCOHAia aBTOMATH3UPOBAHHOM
CUCTEMBI YIIPaBJICHUS K SKCIUTyaTallid CUCTEMBI 3alIUThl aBTOMATU3UPOBAHHON CUCTEMBI YIIPABIICHHUS.

Ilo pesyinbraraM OMNBITHOM OJKCILIyaTallMM CUCTEMBbl 3allUThl aBTOMATU3MPOBAHHOM CHUCTEMBI
yIOpaBiIeHUS MOTYT pa3palaThlBaTbCsl MPEMJIOKEHUS [0 KOPPEKTUPOBKE IPOEKTHBIX pPEIICHUN II0
aBTOMAaTU3MPOBAHHOM CUCTEME YIPABICHUS U (UJIM) €€ CUCTEME 3alUTHI.

15.7. Ananmu3 ys3BUMOCTEH aBTOMATH3UPOBAHHON CHCTEMBI YIIPABJICHHUS IMPOBOJUTCS B LEISIX
OLCHKHU BO3MOXHOCTHU HNPCOJOJICHHUA HAPYIIHUTCIEM CHCTCMbI 3alIHUTHI aBTOMaTI/I3I/IpOBaHHOI71 CHUCTEMBI
yIIpaBJICHUS U HAPYIIEHUS 0€30MaCHOTr0 (QYHKIIMOHUPOBAHHS aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABJICHUS
3a CUeT pealiu3aliy yrpo3 0e30MacHOCTH HHPOPMAIIHH.

AHanu3 ys3BUMOCTEN aBTOMaTU3MPOBAHHOMN CUCTEMBI YIIPAaBJICHUS BKIIIOUAET aHAIM3 YSA3BUMOCTEN
CpeACTB  3allUThl  HMH(POpPMAIMM, TEXHUYECKUX CpPEACTB U  MPOrPaMMHOIO  oOecreyeHHs
ABTOMAaTU3MPOBAHHON CUCTEMBI YIIPABJICHUS.

ITpu ananuse ysA3BUMOCTEN aBTOMAaTH3UPOBAHHOW CHCTEMBI YIIPABJIEHHs MPOBEPSETCS OTCYTCTBUE
ySI3BUMOCTEH CPeJICTB 3alIUThI HH()OPMALIUY, TEXHUUECKHUX CPEJICTB U IPOrPaMMHOT0 00€CII€YEeHHUs, B TOM
qHcie ¢ y4eTOM MH(POPMAaLMHU, UMEIOIIEHCs Yy pa3paOO0TUNKOB U MOJTYYE€HHON U3 APYIHX OOIIEAOCTYITHBIX
HMCTOYHUKOB, TMPaBUJIBHOCTh YCTAHOBKM W HACTPOMKH CPEACTB 3alIUThl MHPOPMAIMH, TEXHUYECKUX
CPEACTB M MIPOrpaMMHOT0 00ECeUeHHs], a TaK)Ke KOPPEKTHOCTh pabOThl CPEJICTB 3alUThl HH(OPMAIINH,
TEXHUYECKUX CPEJICTB U MPOIPaMMHOr0 00ecIiedeH sl aBTOMaTU3UPOBAHHOW CCTEMBI YIIPABICHUS TP UX
B3alMOJIEICTBUH.

Ilo pewreHHIO 3aKa3yuka s MOATBEPKICHHUS BBIABICHHBIX YSI3BUMOCTEM MOXKET INPOBOIAUTHCS
TECTHUPOBAHNE ABTOMATHU3NPOBAHHOM CUCTEMBI YIIPABIICHHS HA IPOHUKHOBEHHE. Y Ka3aHHOE TECTUPOBAHHE
IIPOBOAMTCS, KaK MPABUJIO, HA MAKETE (B TECTOBOM 30HE) aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABJICHHUS.

B ciydae BbIsBIEHUS YA3BUMOCTEN B aBTOMATU3UPOBAHHOW CHCTEME YIIPABIICHHUS, IPUBOIAIIUX K
BO3HUKHOBEHHUIO JIOMOJHUTENBHBIX yIrpo3 0e30macHOCTH MH(OpMAalUU, MPOBOAUTCS YTOUYHEHHE MOJENH
yrpo3 0e3onacHocTd HHGOPMAIMK U TPU HEOOXOJUMOCTH PUHUMAIOTCS JIOTIOJIHUTENIbHBIE MEPHI 3aIIUThHI
nH(pOpMallMK, HaNpaBiICHHbIE Ha YCTPAHEHHWE BBISIBICHHBIX YSI3BHUMOCTEH WM HCKIIIOYAIOLINE
BO3MOKHOCTB DKCILTYyaTalluy HAPYILIUTEJIEM BbISBJICHHBIX YA3BUMOCTEH.

AHanu3 ysA3BUMOCTEH aBTOMATHU3HPOBAaHHOW CHCTEMbl YIIPaBJIEHHS MPOBOAMUTCS 1O BBOJA
aBTOMATU3MPOBAHHOM CUCTEMBI YIIPABJICHUS B IPOMBILUICHHYIO DKCILTyaTal[UI0 Ha dTarax, ONpeAesIsieMbIX
3aKa34MKOM.

15.8. TlpuemMo4HbIE HUCHOBITAHUS CUCTEMbI 3AIMUTHI ABTOMATU3HUPOBAHHON CHUCTEMBI YIPABJICHUS



MPOBOJATCS, Kak TMPaBWIO, B pPaMKax IPUEMOYHBIX MCIBITAHUA aBTOMATU3UPOBAHHOM CHCTEMBbI
yrnpasiienus B 1esioM ¢ yuetom ['OCT 34.603 u cranaapTOB OpraHu3alyi.

B xone npueMOuYHBIX HUCHBITAHUN JOJDKEH OBITh MPOBEACH KOMIUIEKC OPraHu3allOHHBIX H
TEXHUYECKUX MEPONPUITUIN (UCTIBITAHUN), B PE3YJIbTaTe KOTOPBIX TMOATBEPXKIAETCI COOTBETCTBHE
CUCTEMBI 3alllUThl aBTOMATU3UPOBAHHOW CHCTEMbI YIPaBICHUS TEXHHUYECKOMY 3aJaHUIO0 Ha CO3/JaHUE
(MOIlepHU3AIMIO) aBTOMATU3UPOBAHHOM CHUCTEMBI YOpaBICHUS U (WIM) TEXHUYECKOMY 3aJaHUI0
(4acTHOMY TEXHHYECKOMY 3aJaHHMI0) Ha CO3/aHME CHUCTEMbl 3alIUThl aBTOMATHU3HPOBAHHOW CUCTEMBI
yIpaBIeHUs, a TAK)Ke HACTOSAIIMM TpeboBaHUsM.

B kauecTBe HMCXOIHBIX HAHHBIX INPHU NPUEMOYHBIX HCHBITAHUSAX HCHOJIB3YIOTCA MOJENb YIpo3
O6e3omacHoCTH HMH(MOpMAIMM, aKT KIacCU(PUKAIUK aBTOMATH3UPOBAHHON CHCTEMBI YIpaBJICHUS,
TEXHUYECKOEe 3aJlaHKe Ha Co3/laHKe (MOAEPHU3AIIMI0) aBTOMATU3UPOBAHHON CUCTEMBI YIIPaBJICHUS U (UIH)
TEXHUYECKOE 3aJaHue (4acTHOE TEXHHYECKOe 3aJaHHe) Ha  CO3JaHUE CHCTEMbl  3aILUTHI
aBTOMaTU3MPOBAHHOM CHCTEMBI YIIPABJICHHUS, IPOEKTHAS U SKCILTyaTallUOHHAs TOKYMEHTAlIUs Ha CUCTEMY
3alUThl ABTOMaTU3UPOBAHHOW CHCTEMBI YIPaBIEHUS, OPraHU3allMOHHO-PACTIOPSAUTEIbHBIE JOKYMEHTBI
110 3aIIKTe HHGOPMALIUH, PE3YIbTaThl AHAIHU3A YA3BUMOCTEH aBTOMATU3UPOBAHHON CUCTEMBI YIIPABJICHHUS,
MaTepuaibl MPEJBAPUTEIbHBIX M MPUEMOYHBIX HCIBITAHUN CHCTEMbI 3alllUThl ABTOMATHU3HPOBAaHHOU
CHCTEMBbI YIIPaBJIEHMs, a TaKKe MHbIE JOKYMEHTHI, pa3pabaTbiBaeMbleé B COOTBETCTBHM C HACTOSLIUMHU
TpeboBanusiMu 1 TpeOOBaHUSIMH CTaHJAPTOB OPTaHU3ALNH.

HpI/IeMO‘-IHI)IC UCIBITaHUA CHCTCMbI 3alllMThI aBTOMaTI/I3I/Ip0BaHHOﬁ CUCTCMbI  YIPaBJICHUA
npoBOAATCA B COOTBCTCTBHH C nporpaMMoﬁ n MeTOﬂHKOﬁ IIPUECMOYHBIX HCIIBITAaHHH. PGSYJ'IBTaTBI
IMPHUEMOYHBIX HCIBITAaHUI CUCTEMBI 3alllUThI aBTOMaTI/BI/IpOBaHHOﬁ CHUCTCMBI YIIPABJICHHA C BBIBOJIOM O €€
COOTBCTCTBUU YCTAHOBJICHHBIM Tpe6OBaHI/I${M BKIIFOYAIOTCA B AaKT IIPUCMKHU aBTOMaTI/I3I/IpOBaHHOI71
CHUCTCMBI YIIPABJICHUSA B 3KCILTyaTalUIO.

[To pemenuro 3aka3zunka MOATBEPHKICHUE COOTBETCTBUS CHUCTEMbI 3alllMUThl aBTOMATHU3UPOBAHHOU
CHUCTEMBI YTpaBICHUS TEXHUUYECKOMY 3a/JIaHHI0 Ha CO3/1aHHe (MOJEPHHU3AINI0) aBTOMATHU3MPOBAHHOU
CUCTEMBI yIIpaBiIeHUs U (WJIH) TEXHUYECKOMY 33JJaHUI0 (YaCTHOMY TEXHUUYECKOMY 3aJJaHUI0) Ha CO3/IaHUE
CUCTEMBI 3aIlUTHl ABTOMATH3UPOBAHHOM CHCTEMBI YIIPABJICHUS, a TAK)KE HACTOSIIUM TpeOOBaHUSIM MOXKET
MPOBOANTHCS B (pOopMe aTTeCTallMM aBTOMATHU3MPOBAHHOW CHCTEMBI YIPABICHHS Ha COOTBETCTBHE
TpeboBaHUsIM 10 3ammuTe MHpopManuu. B »ToM cinydae st MpoBEACHUs aTTECTAIlMU TPUMEHSIOTCS
HAI[MOHATILHBIE CTAHAAPTHI, a Takxke MeToandeckue qokyMeHTel DCTOK Poccun <*>.

<*> Pazpaborannsie ®CTIK Poccun B coorBeTcTBUM ¢ NMOANYHKTOM 4 myHkTa 8 IlonoxkeHus o
@enepabHOl Ccily’)k0€ 1O TEXHMYECKOMY M JKCIHOPTHOMY KOHTPOJIO, YTBEPXKIEHHOTO YKa3oM
ITpesunenta Poccuiickoit ®eneparuu ot 16 aBrycra 2004 r. Ne 1085.

BBox B AeiicTBHE aBTOMaTU3MPOBAHHOM CHCTEMBI YIIpaBlIeHHs ocyuiecTBisgercs ¢ yderom ['OCT
34.601, craHgapTOB OpraHU3allMU U MPHU MOJIOKUTEIHLHOM 3aKIIOYCHHH (BBIBOJC) B aKT€ MPUEMKU O
COOTBETCTBUM €€ CHCTEMbI 3alIUThl YCTAHOBJIEHHBIM TpPeOOBaHUSAM K 3amure WHGopMmanuu (WM Opu
HaJIMYUU aTTecTaTa COOTBETCTBHUS).

OGecnieyeHue 3anuThl THPOPMAIIMH B XO€ IKCIUTyaTalluu
ABTOMATU3UPOBAHHOW CHCTEMBI YITPaBICHUS

16. OGecniedyeHre 3amUThl HHPOPMAIIUM B XOJI€ IKCIUTyaTallud aBTOMATU3HPOBAHHOW CHCTEMBI
YIpaBlIeHUS OCYLIECTBIISIETCS ONEPaToOpoM B COOTBETCTBUU C AKCIUIyaTallMOHHOW JOKyMEHTalued Ha
CUCTEMY 3alllUThl ¥ OPraHHU3AIMOHHO-PACTIOPSAUTENFHBIMA JTOKYMEHTAMH TIO 3alluTe WH(OpManuu H
BKJIIOYAET CIIEAYIOLIUE MPOIeAYpHhI:

IUTAHUPOBAHUE MEPONPUATUN MO 0OeCTeyeHHI0 3alluThl MHGOpPMAIMU B aBTOMATU3MPOBAHHOU



CUCTEME YNPaBJICHUS;
oOecrieueHHe JEHCTBUM B HEIITATHBIX (HENPEIBUIACHHBIX) CHUTyalUsX B XOJ€ JKCIUTyaTaluu
ABTOMATU3HPOBAHHON CUCTEMBI YIIPABJICHUS;
uHpOopMHpOBaHUE U 00yUeHHE NIEPCOHATa AaBTOMAaTU3UPOBAHHON CUCTEMBI YIPABJICHUS;
NEpUOIMYECKUN aHanmu3 yrpo3 0e30macHOCTH WH(pOpMAMM B AaBTOMAaTH3UPOBAHHOH CHCTEME
YIPaBJIEHUS U PUCKOB OT UX pealIu3aluu;
yrpasieHue (aAIMUHUCTPUPOBAHUE) CUCTEMOM 3alllUThl aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPaBJICHMUS,

BBISIBJICHHE WHIMJIEHTOB B XOJ€ J3KCIUIyaTalldd aBTOMATU3MPOBAHHOM CHCTEMbI YIPAaBIEHUS U
pearupoBaHue Ha HUX;

ylpaBjieHUe KOH(Urypaueil aBToMaTU3upOBaHHON CUCTEMBI YIIPABICHUS U €€ CUCTEMbI 3aIlUThI;

KOHTPOJIb (MOHUTOPUHT) 32 00€CIIEYEHUEM YPOBHS 3alMIEHHOCTH aBTOMAaTU3UPOBAHHON CHCTEMBI
yIpaBJICHUS.

16.1. B xoxe miIaHUpPOBAaHUS MEPONPHUATHNH MO 00eCHeueHuro 3alluThl HHpOpMaLUU B
aBTOMATHU3UPOBAHHOW CUCTEME YIPABIEHUS OCYILECTBISIOTCS:

OIpe/iesIEHUE JIML, OTBETCTBEHHBIX 3a IJIAHUPOBAHUE U KOHTPOJIb MEPOIPHUATHI 110 00eCHeUeHUI0
3alUThl HH(OPMALMK B aBTOMATU3UPOBAHHON CUCTEME YIPABJICHHUS;

pa3paboTKa, YTBEp)KJIEHHE W aKTyaJlu3alus IUIaHa MEpONPUSATHH O OOECIEYEHUIO 3alUThI
nHpOpMAINY B aBTOMATU3UPOBAHHOW CHCTEME YIIPABJICHHUS;

KOHTPOJIb  BBIIIOJIHEHWsSI ~ MEPONPHUATHH MO  OOECIEYEeHUIO0  3aluThl  MHpOpMalUU B
aBTOMATHU3UPOBAHHOW CUCTEME YIPABIEHUS, IPEAYCMOTPEHHBIX YTBEPKIEHHBIM IIJIAHOM.

16.2. B xome obecrneueHuss A€MCTBUM B HEIUTAaTHBIX (HENPEABUACHHBIX) CUTyalUsiX Ipu
HKCIUTyaTallMl aBTOMAaTU3UPOBAHHON CUCTEMBI YIPABICHUS OCYILECTBIISIFOTCS:

IUTAHUPOBAHUE MEPONPUATUN MO 0OECTEeUEHHUIO 3allUThl MHPOpPMAlMUM B aBTOMATHU3MPOBAHHOU
cHCTeME YIpaBJICHUs Ha CiIydail BOSHUKHOBEHUS HEIITATHBIX (HETPEIBUICHHBIX) CUTYaIH];

oOyuyeHne M OTpaboTKa JEHCTBMM TIepcoHana MO OOECHEeYeHHI0 3alluThl HHpoOpMaluu B
aBTOMATHU3HPOBAHHOW CUCTEME YNPABJIEHUS B CIydae BO3HMKHOBEHMSI HEUITATHBIX (HEMPEIBUICHHBIX)
CUTYaLUM;

CO3/1aHUEe AIbTEPHATUBHBIX MECT XpaHEHUs M 00pabOTKH MHpOpMaLUU Ha clyyail BOSHUKHOBEHHUS
HEIITATHBIX (HEMPEeABUACHHBIX) CUTYaIUI;

pe3epBUPOBaHUE MPOIPAMMHOI0 00ECIEeUEeHUs, TEXHUUECKUX CPEJICTB, KAaHAJIOB Mepeaul JaHHBIX
aBTOMATHU3HPOBAHHOW CHCTEMBbI YIPABJIEHUS HA Cllydail BOSHUKHOBEHUS HEIITATHBIX (HEMpPEIBUACHHbIX)
CUTYaLUM;

o0ecrieyeHre BO3MOXHOCTH BOCCTAHOBJICHHS] aBTOMAaTU3UPOBAHHOM CHCTEMbI YIPABICHUS U (WUIIH)
€€ KOMIIOHEHTOB B CJIy4ae BO3HUKHOBEHHS HEIUTATHBIX (HEMPEIBUIECHHBIX) CUTYaLIUH.

16.3. B xozne unbopMupoBaHus U 00ydeHHsI IepcoHaia aBTOMAaTU3UPOBAHHONW CUCTEMBI YIIPABIICHUS
OCYILECTBIISIOTCS:

nepuoandeckoe NHGOPMUPOBaHUE MepcoHaNa 00 yrpo3ax 0e3omnacHoCcT HH(OPMALUHY, O paBUiIax
9KCIUTyaTallid CHCTEMBI 3alllUThl aBTOMAaTHU3MPOBAHHON CHCTEMBI YIPABIEHUS W OTACIbHBIX CPEACTB
3a1UThl HH(OPMALINN;

nepuoAnyeckoe  0oOydyeHHe  T[epcoHaja  MpaBWIaM  3KCIUTyaTallud  CHCTEMbl  3allUThl
aBTOMAaTU3MPOBAHHOM CHUCTEMbI YNPABJICHUS U OTAEIBHBIX CPEJCTB 3allUThl MH(POPMAIUH, BKIIOYAs
MIPOBEJICHUE MPAKTUYECKUX 3aHATHH ¢ IEPCOHAIIOM Ha MAaKeTax WM B TECTOBOI 30HE.

16.4. B xoxe ananmuza yrpo3 Oe3omacHocTH HHGOpMalMd B aBTOMAaTHU3WPOBAHHON cucTeMe
YIPaBJIEHUS U BO3MOXHBIX PUCKOB OT UX pEAJIN3aLMH OCYIIECTBIAIOTCSA:

NePUOANYECKUN aHATIU3 YA3BUMOCTEN aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPaBJIEHHS, BOSHUKAIOIINX B
XOJI€ €€ IKCILTyaTaluy;

NEPUOUYECKUN aHaIM3 M3MEHEHHUs yrpo3 0e30MacHOCTH WH(pOpMalUKd B aBTOMATH3MPOBAHHOU



CUCTEeME YIPaBICHHS, BOSHUKAIOIINX B XOJI€ €€ IKCILTyaTaIuy;

NepuoMYecKass OIIEHKA IIOCIEACTBUH OT peanu3aluu yrpo3 0Oe3omacHocTH WHGOpMAIH B
aBTOMATHU3HPOBAHHOW CUCTEME YIpaBleHUs (aHAJIU3 PUCKA).

16.5. B xone ynpasiienust (aAMUHUCTPUPOBAHUS) CHCTEMOM 3alIUThl ABTOMATU3UPOBAHHON CUCTEMBI
yIpaBIeHUS OCYILECTBIISIOTCS:

onpeziesieHue JIHI, OTBETCTBEHHBIX 3a YIpaBiieHHWE (aAMHUHHCTPUPOBAHUE) CHCTEMOM 3alllUThI
ABTOMATHU3MPOBAHHOW CUCTEMBI YIIPABJICHHUS,

yIpaBlieHUE YYETHBIMU 3aIMUCSIMH MOJIH30BATEINCH U TIOICpKAHKE MPABUI pa3TPaHUUCHUS JOCTYIIa
B aBTOMAaTU3UPOBAHHOM CUCTEME YIIPABIIEHHUS B aKTyaJIbHOM COCTOSIHUH;

yIpaBlIeHUE CPEICTBAMU 3AIIUTHI MH()OPMAIIMY B aBTOMATU3UPOBAHHOM CHCTEME YIIPABJICHHUS, B TOM
yyclie IapaMeTpamMH  HAcTPOMKM  IPOrpaMMHOro  oOecreueHusi, BKJIOYash  BOCCTAHOBJICHHE
paboTOCTIOCOOHOCTH CPENICTB 3aIUTHl HH(POPMAIUH, TeHEPALI0, CMEHY U BOCCTAHOBJICHHUE MTapOJIeii;

yIpaBiicHUEe OOHOBJICHHSIMH MPOrPaMMHOTO OOeCIeYeHHsI, BKIFOYas MPOrpPaMMHOE OOecrieueHue
CPEICTB 3alluThl MH(POPMAIMH, C YUYETOM OCOOCHHOCTEH (YHKIIMOHUPOBAHUS aBTOMATHU3HPOBAHHOU
CUCTEMBI YIIPABJICHUS;

[EHTPATN30BaHHOE YIPABJICHUE CHCTEMOH 3alllUThl aBTOMATH3UPOBAHHOW CHCTEMBI YIIPABIICHUS
(TIp1 HEOOXOUMOCTH ),

aHAJIN3 3aPETUCTPUPOBAHHBIX COOBITHI B AaBTOMAaTU3UPOBAHHOMN CHCTEME YIIPABIICHUS, CBSI3AHHBIX C
0e3omacHOCThIO HH(pOopMaIuu (Hanee - COOBITHS OE30IaCHOCTH);

COMPOBOXKACHUE (YHKIIMOHUPOBAHHUS CHUCTEMBl 3alIUTHl  aBTOMATH3UPOBAHHOM  CHUCTEMBI
VIOpaBIeHUST B XOAC €€ OJKCIUTyaTall¥, BKJIIOYas BEIACHHWE OSKCIUTyaTallMOHHOW JOKYMEHTAIlUu |
OpraHHU3aIMOHHO-PACTIOPSAUTENBHBIX JOKYMEHTOB IO 3aIluTe HHPOpMAIUH.

16.6. JIn1s BBISIBIICHUS WHITUACHTOB U pEarkpOBaHUS HA HUX OCYIIECTBIISIFOTCS:

oTIpesieNIeHUE JINII, OTBETCTBEHHBIX 32 BBISIBJICHUE UHITHICHTOB M pearnpoBaHNEe Ha HUX;

oOHapy)XeHHEe W HACHTHU(PUKAIMS HHIMIACHTOB, B TOM YHCJIE€ OTKAa30B B OOCIy)XHMBaHUU, COOEB
(mepe3arpy3ok) B paboTe TEXHHYECKHX CPEJICTB, MPOTPaMMHOI0 OOECIEYeHHsS U CPEACTB 3alHUTHI
nH(poOpMallMK, HapyIIEHWH TpaBWi pa3rpaHUYEHUs JOCTYyINa, HENPaBOMEPHBIX AEUCTBUHM 1O cOOpy
uHpOpMallUY, BHEAPEHHs BPEIOHOCHBIX KOMIIBIOTEPHBIX IMPOrpaMM (BUPYCOB) M MHBIX COOBITHIA,
MPUBOJIALINX K BOSHUKHOBEHUIO HHIIUJCHTOB;

CBOEBPEMEHHOE MH(POPMHUPOBAHUE JIMILI, OTBETCTBEHHBIX 32 BbISIBIIEHUE UHIIUJICHTOB U pearupoBaHue
Ha HUX, O BO3HUKHOBEHUU MHIIMJIEHTOB B ABTOMaTU3UPOBAHHOM CHCTEME YIIPaBJICHUSI IEPCOHATIOM;

AQHAIW3 MHIMJEHTOB, B TOM YMHCJIE OIpEAeJIeHHEe MCTOYHUKOB U MPUYMH BO3HUKHOBEHUS
MHIUJCHTOB, a TAK)KE OLIEHKA UX MOCIEICTBUM;

IUTAHUPOBAHUE M NPHUHATHE MEp MO0 YCTPAaHEHWIO MHIUACHTOB, B TOM YHUCIIE 10 BOCCTAHOBIIEHUIO
aBTOMATHU3MPOBAaHHOW CHCTEMbI YIpaBICHHUS B CiIydae OTKaza B OOCIYKMBAaHMM WM ToOcjie cOOeB,
YCTPaHEHMIO TIOCIEACTBUM HapYILIEHMs MPAaBUJ pa3rpaHUUEHUs AOCTYIA, HEMPABOMEPHBIX IEHCTBUM IO
cbopy uHpOpMaIUK, BHEIPEHHS BPEJOHOCHBIX KOMITBIOTEPHBIX MPOrpamMM (BUPYCOB) U MHBIX COOBITUH,
IIPUBOISALINX K BOSHUKHOBEHUIO HHIIUCHTOB;

IUTAHUPOBAHKE U IPUHATHE MEP IO NMPEAOTBPAILEHUIO TOBTOPHOTO BOSHUKHOBEHUS HHIIUICHTOB.

16.7. B xoxe ympaBieHus: KOH(pUTypanuel aBTOMAaTU3UPOBAHHOW CHUCTEMBI YIIpPaBJICHUS U €€
CUCTEMBI 3alIUThI OCYILIECTBIISIOTCS:

noJJiepKaHue KOH(PUTYpallid aBTOMATU3UPOBAHHOW CHUCTEMBI YIPABICHUS M €€ CHUCTEMBbI 3alllUThI
(CTpYKTYpBI CUCTEMBI 3aITUThl ABTOMAaTU3UPOBAHHONW CHCTEMBI YIIPaBJIEHUS, COCTaBa, MECT YCTAHOBKH U
MapaMeTpoB HACTPOWKHU CPEICTB 3alIUThl MHPOPMAIMH, MPOTPAMMHOTO OOECIIeYEHHUS U TEXHUYECKUX
CPEIICTB) B COOTBETCTBHH C JKCIUTYyaTaIlMOHHOW JOKyMEHTAIlMeH Ha CHUCTEeMY 3aIluThl (TOJAep>KaHue
0a30Boi KOHPUTYPALIUHA ABTOMATU3UPOBAHHOM CUCTEMBI YIIPABJICHUS U €€ CHCTEMBI 3aIIUTHI);

onpefiefieHue JIML, KOTOPbIM pa3pelieHbl JCHCTBUS 1O BHECEHMIO H3MEHEHHMH B 0a30BYIO



KOHCI)I/II‘ypaL[I/IIO aBTOMaTI/I3I/IpOBaHHOﬁ CHUCTCMBI YIIPABJICHHUA U €€ CUCTCMBI 3allIUThI;

periaMeHTanuss U KOHTPOJb TEXHHYECKOTO OOCIY)KMBAaHHS, B TOM YHCJIE JAWCTAHIIMOHHOTO
(YnaneHHOro), TEXHUUYECKUX CPEICTB U MPOrPaMMHOI0 oOECledYeHHs aBTOMATH3UPOBAHHOM CHUCTEMBI
YIpPaBJIEHUS;

yIpaBJIeHUE U3MEHEHUsIMU 0a30BOM KOH(Urypaluu aBTOMAaTU3UPOBAHHON CUCTEMbI YIPABICHUS U
€€ CHCTEMBI 3alIUThI, B TOM YHCJIE ONpEeesICHIE TUIIOB BO3MOXHBIX U3MEHEHHH 0a30BOW KOH(UTYpaIiH
aBTOMAaTU3MPOBAHHOM CHCTEMBbl YIPABICHHS U €€ CUCTEMbI 3aLIUThI, CAHKIMOHUPOBAHNWE BHECCHMS
M3MEHEHHH B 0a30ByI0 KOH(UIYpalWI0 aBTOMATU3UPOBAHHOW CHUCTEMBI YIPABICHUS U €€ CHCTEMBI
3alUThl, JOKYMEHTHpPOBAHHME JEHCTBUH 110 BHECEHMIO H3MEHEHMH B 0a30ByI0 KOHQUIypaluio
aBTOMATH3MPOBAHHOM CUCTEMBI YIIPABJICHUS U €€ CUCTEMBI 3aIlUThl, COXPAaHEHUE TAaHHBIX 00 U3MEHEHUSX
0a30B0i1 KOH(UTypal aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABICHUS U €€ CUCTEMbI 3aIlUThbl, KOHTPOJb
JICWCTBUH TIO BHECEHMIO HM3MEHEHHWH B 0a30ByI0 KOH(PHUIypalui0 aBTOMATU3HPOBAHHOW CHUCTEMBI
YIIPaBJICHUS U €€ CUCTEMBbI 3aILUThI;

aHaJM3 NOTEHIMAJIbHOTO BO3JACHCTBUS IUIAHUPYEMBIX H3MEHEHHH B 0a30BOH KOH(UIrypauuu
aBTOMATHU3HPOBAHHOW CHUCTEMBbI YIPABJIEHUS U €€ CUCTEMbI 3alUThl Ha oOecreueHue ee OEe30MacHOCTH,
BO3HUKHOBEHUE [IONOJHUTEIBHBIX YIrpo3 0Oe30macHOCTM HUHpOpMauuu U paboTOCHOCOOHOCTh
aBTOMATHU3UPOBAHHOW CUCTEMBI YIIPaBJICHUS;

OIpe/Ie/IEHUE IapaMeTpOB HACTPOMKH IPOrPaMMHOr0 0OecleyeHus, BKIIOYas MpOrpaMMHOE
o0ecriedeHne CpeACTB 3alIUThl MHPOPMALWHU, COCTaBa M KOH(PHUTypaluud TEXHUYECKHX CPEICTB H
IIPOrpaMMHOTr0 0OecredeHns 10 BHECEHUSI U3MEHEHUH B 0a30BYI0 KOH(UTYpallMI0 aBTOMAaTU3UPOBAaHHOMN
CUCTEMBI YIIPABJIEHUS U €€ CUCTEMBI 3alllUThI;

BHECEHHE WHpOpManny (IaHHBIX) 00 M3MEHEHUIX B 0a30BOM KOH(UTYypaAIlUU aBTOMATH3UPOBAHHOM
CHCTEMbI YIPABJICHUS U €€ CUCTEMbI 3alUThI B SKCIUTYaTallHOHHYIO JTOKYMEHTAIMIO Ha CUCTEMY 3allUThI
nH(pOpMaLlK aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABJICHHUSL.

16.8. B xome KoHTpoJii (MOHHUTOpPHHTA) 3a OOECIEUeHHEeM YpPOBHSA  3alIUIICHHOCTH
aBTOMATHU3MPOBAHHOW CUCTEMBI YIIPABJICHUS OCYILECTBIISIOTCS:

KOHTPOJIb 32 COOBITUSIMHM 0€30IIaCHOCTHU U JEHCTBUSAMH IEpCOHANIa B aBTOMaTU3UPOBAHHOM CHUCTEME
YIIpaBJICHMUS;

KOHTPOJb (AaHANIM3) 3alUIIEeHHOCTH HH(opManuy, oOpabaTeiBaeMO B aBTOMAaTU3MPOBAHHON
CHCTEME YNpaBJIEHUS, C yU€TOM 0COOEHHOCTEN ee (PYHKIIMOHUPOBAHMUS;

QHWIN3 M OlIEHKa (YHKIMOHUPOBAHUSA CHUCTEMBl 3alllUThl aBTOMATHU3HPOBAHHOW CHCTEMBI
yIIpaBJIeHUs, BKJIOYas BBISBJICHUE, aHAIN3 U YCTPAHEHUE HEJOCTATKOB B ()YHKIIMOHUPOBAHUHU CHUCTEMBbI
3alUThl aBBTOMaTU3UPOBAHHOM CHCTEMBI YIIPABJICHMUS;

JIOKYMEHTHPOBaHHUE MPOLEYp U PE3yIbTATOB KOHTPOJIS (MOHUTOPUHIA) 32 00€CIEUeHUEM YPOBHS
3alUIIEHHOCTH aBTOMaTU3WPOBAHHOMN CHUCTEMBI YIIPABIICHUS;

NPUHITHE pEIIeHUs [0 pe3ynbTaraM KOHTpoJsl (MOHUTOpPHHra) 3a oOecrnedyeHHeM YpOBHS
3alIUIIEHHOCTH aBTOMAaTU3UPOBAHHOM CHCTEMBI YIIpaBJIEHUS 0 HEOOXOAMMOCTH MepecMoTpa TpeOoBaHUM
K 3ammTe HHGOPMAIMU B aBTOMAaTU3UPOBAHHON CHUCTEME YIPABJICHHUS M JT0paboTKe (MOJEPHHU3AINN) €
CUCTEMBI 3aIIUTHI.

Obecnieuenue 3amUThl UHPOPMALIMK ITPU BBIBOJIE U3 SKCILTyaTalluu
ABTOMAaTU3MPOBAHHON CUCTEMBI YITPABICHUS

17. OOGecnieuenue 3amuThl WHGOPMAIMKA TPH BBIBOAE M3 HKCIUTyaTallMM aBTOMAaTH3MPOBAHHOU
CUCTEMBl  YIpaBJIEHUS OCYILIECTBISETCS ONEpaTopoM B COOTBETCTBUU C 3KCIUIyaTallUOHHOU
JOKYMEHTallMeil Ha  CHCTEMYy  3alllUThl  aBTOMATHU3UPOBAHHOW  CHCTEMBl  YIPABIEHUSA U
OpraHU3alOHHO-PACHIOPSAUTEIBHBIMU JOKYMEHTaMH 110 3alUTe HHPOPMALIUU U B TOM YHCIIE BKIIIOYAET:

apXuMBHUpOBaHME MH(OPMALIMH, COAEpIKaIIelcs B aBTOMaTU3UPOBAHHOM CUCTEME YIIPABIICHUS;



VHUUYTOXXCHUE (CTHpaHWE) MJaHHBIX M OCTATOYHOM WH(POPMAIMU C MAIIMHHBIX HOCHTEJCH
nHpopManuu 1 (WIK) YHUITOKEHHNE MAITUHHBIX HOCUTEICH HHPOPMAIIHIH.

17.1. ApxuBupoBanue HHPOPMAIIUH, COACPKAIIEHCS B aBTOMAaTU3UPOBAHHON CHCTEME YIIPABJICHHS,
JOJDKHO ~ OCYIISCTBIISTHCS TPH  HEOOXOMMMOCTH JAIbHEHIIET0 WCIHOJIb30BaHUS HHPOpPMAIUN B
JesITeIbHOCTH OIepaTopa.

17.2. YHuuTOoXeHHe (CTHpaHHE) NAHHBIX M OCTATOYHON WH(pOpPMAlMU C MALIMHHBIX HOCHUTEJCH
uHGOpMallU HPOM3BOIUTCS IPH HEOOXOJMMOCTH IE€pelJaud MAIIMHHOIO HOCUTENs HH(pOpMaLuu
JPyromy I10JIb30BaTE0 aBTOMaTU3UPOBAHHOM CUCTEMBI YIIPABIEHUS WIM B CTOPOHHUE OpPraHu3aLuu JJis
PEMOHTA, TEXHUUECKOr0 00CITY>KMBAaHUS WU aIbHEHIIEr0 YHUUTOKEHHS.

HpI/I BBIBOJC aBTOMaTHSHPOBaHHOﬁ CUCTEMBI YIPpaBJICHUA H3 OKCIUTyaTaluu IIPOU3BOAUTCA
YHHUYTOKCHNEC MAIIMHHBIX HOCHUTEICH I/IH(i)OpMaI_II/II/I, COACPpIKAINX SHCPIroHC3aBUCUMYIO ITAMATh.

III. TpeGoBanus K MepaM 3alTUThl HHPOPMALIHH
B aBTOMATHU3UPOBAHHOM CUCTEME YIIpaBJICHUS

18. OpraHu3allMOHHbIE M TEXHMYECKME MEpbl 3allUThl HH(OpMAallUU, pealn3yeMble B
aBTOMAaTU3MPOBAHHOM CHCTEME YIpaBJEHHs B paMKaX €€ CHCTEMbl 3alIUThl, B 3aBUCUMOCTH OT KJjacca
3alUIIEHHOCTH, yrpo3 Oe3omacHOCTH  HWH(OPMAIMM,  HCIOJIB3YEMBIX  TEXHOJOTHHA |
CTPYKTYPHO-(DYHKIIMOHAJIBHBIX ~ XapaKTEPUCTUK aBTOMATU3MPOBAHHOM CHUCTEMbl YIpaBICHUA U
ocoOeHHOCTeH ee PyHKIIMOHUPOBAHUS JOJKHBI 00ECTIeYMBATh:

UACHTU(PUKAIMIO U AyTEHTU(PHUKALUIO CyOBbEKTOB JI0CTYIIAa U 0OBEKTOB JJOCTYIIA;
yIpaBJIEHUE JOCTYIIOM CyOBEKTOB JOCTYIa K 00BEKTaM JI0CTYTIa;

OrpaHUYEHHUE NPOrPAMMHOM Cpeibl;

3alUTY MalIMHHBIX HOCUTENEeH nH(popMaluu;

perucTpaiuio coObITui 6€30MacHOCTH;

AQHTHBHPYCHYIO 3aIINTY;

oOHapyxeHHe (IIpelOTBPAILEHIE) BTOPKEHUM;

KOHTPOJIb (aHAJIN3) 3aILUIIEHHOCTH HH(OopMaIny;

[IEJIOCTHOCTh aBTOMAaTU3UPOBAHHOW CUCTEMBI yIIpaBJIeHUs U HHPOPMALIUY;
JOCTYITHOCTh TEXHUUYECKUX CPEACTB U MH(OpMAINH;

3aIIUTY CPellbl BUPTYAIN3allny;

3alIUTY TEXHUYECKUX CPEJICTB M 000PYIOBaHHS;

3alIUTy aBTOMAaTU3UPOBAHHOW CHCTEMBI U €€ KOMIIOHEHTOB;

6e30macHyto pa3paboTKy NPUKIIAJHOTO U CIEUUAIBHOTO IPOrPaMMHOI0 00eCIIeUeHus;
yIpaBJieHUE OOHOBJIEHUSIMH IIPOIPAMMHOI0 00€CTIeUEeHNUS;

IUTAHUPOBAHHE MEPOTIPUATHIA IO 00ECIIEYSHHIO 3aLTUThI HH(OPMAIIUH;
oOecrieyeHne ACHCTBUI B HEIITATHBIX (HETTPEIBUACHHBIX ) CUTYAIIHSX;
uH(popMUpOBaHHE U 0O0yUEHHUE epCoHaNa;

aHajn3 yrpo3 6e30macHOCTH HH(GOPMAIIMHN B PUCKOB OT UX peaTn3alliy,
BBISIBJICHHE WHIMJICHTOB M pearupoBaHue Ha HUX (YIpaBiIeHUE UHIIMICHTaMH ),
ylpaBiieHue KOH(pUTypalueil aBTOMaTU3MPOBAHHON CUCTEMBI YIIPABJICHUS U €€ CUCTEMBI 3aIUTHI.

CoctraB Mep 3amuThl HH(pOpMAMU U UX 0a30Bble HAOOPHI JJIsI COOTBETCTBYIOLIMX KIIACCOB
3alIUIIEHHOCTH aBTOMATU3HPOBAHHBIX CUCTEM YIIPABJICHHUS IPUBEICHBI B MPIIIOKEHUH Ne 2 K HaCTOS M
TpeboBanusM.

18.1. Mepsl 110 WACHTHPUKAIMK W ayTCHTH(PUKAIMK CYOBEKTOB JOCTyNa M OOBEKTOB JOCTYyMa
JOJDKHBL  O00eclieurBaTh IPHCBOCHHE CYOBEKTaM U OO0BEKTaM JOCTyNa YHHUKAJIbHOTO IpH3HAaKa



(upentudukaropa), cpaBHEHHE MPEIBIBIAEMOr0 CyOBEKTOM (OOBEKTOM) JOCTyNa HACHTU(HUKATOpA C
IepeyHeM MPHUCBOCHHBIX HUICHTH()HUKATOPOB, a TaKXKe MPOBEPKY MPUHAIIICKHOCTH CYOBEKTY (0OBEKTY)
JOCTYyIa MPeIbsIBICHHOTO UM HICHTU(UKaTOpa (OATBEPKICHUE MOTMHHOCTH ).

18.2. Mepsl MO yHpaBIEHUIO JOCTYIIOM CYOBEKTOB JOCTyNMa K OOBEKTaM JOCTYIa JOJKHBI
oOecrieunBaTh yIpaBlIieHUE MPaBaMU M MPHUBHICTUSAMHU CYOBEKTOB JOCTYIA, pa3TpaHUYEHHUE JOCTyIa
CyOBEKTOB JIOCTynma K OOBEKTaM JOCTyma Ha OCHOBE COBOKYMHOCTH YCTaHOBJICHHBIX B
aBTOMATH3MPOBAHHOW CHCTEME YIPABICHHS TPABWII pa3rpaHUUCHHs JOCTyNa, a TakkKe 00ecreuynuBaTh
KOHTPOJIb COOJIIOACHUS 3TUX MTPABUIL.

18.3. Mepbl 110 OrpaHUYCHUIO MPOTPAMMHON Cpebl JODKHBI 00CCIeYMBaTh YCTAHOBKY U (MJIH)
3alyCK TOJBKO PA3pelIeHHOr0 K HCIOJb30BAHUIO B aBTOMATU3UPOBAHHON CHCTEME YIpaBJiCHUS
MIPOrPaMMHOT0 OOECTIeueHHs WM UCKITI0YaTh BO3MOXKHOCTh YCTAaHOBKHU U (MJIM) 3aycKa 3alpelieHHOro K
MCIOJIb30BAHUIO B AaBTOMATH3UPOBAHHON CUCTEME YIIPABJICHUS IPOTPAMMHOT0 00ECTICUCHUSI.

18.4. Mepsl 1o 3amKTe MAIIUHHBIX HOCHTENeW mHpopmammu (cpeactBa oOpabOTKH (XpaHEHHs)
uHpOpMallUY, CBhEMHbIE MAIMHHBIE HOCHUTEIM HH(OpMAIMM) JIOJKHBI HCKIIOYaTh BO3MOKHOCTh
HECaHKLMOHUPOBAHHOTO JOCTYIA K MATMHHBIM HOCUTEIISIM U XpaHsILIENHCs Ha HUX UHPOPMAIIUH, a TaKXKe
HECAHKIIMOHMPOBAHHOE UCIOJIb30BaHUE ChEMHBIX MAIIMHHBIX HOCHUTENIEH HH(OpMaIUH.

18.5. Mepbl mo peructpanuu coOBITUI 0€30MacHOCTH JOJKHBI obecrieynBaTh cOOp, 3amuCh,
XpaHeHHe W 3amuTy WH(GOpMAIMA O COOBITHAX OE30MaCHOCTH B aBTOMAaTH3MPOBAHHOW CHCTEME
yIpaBJICHUS, a TaK)Ke BO3MOXKHOCTH IIPOCMOTpa W aHaimM3a WHPOPMALUU O TaKUX COOBITUSAX U
pearupoBaHue HA HUX.

18.6. Meppl 1O aHTUBUPYCHOM  3aliuTe JOJDKHBI — oOecredynBaTh  OOHapy)XeHue B
aBTOMATHU3HPOBAHHOW CUCTEME YIPABJIEHUS KOMIBIOTEPHBIX IPOrpaMM JMOO HHOW KOMIIBbIOTEPHOU
uHbOpMallUY, MpEeJAHA3HAYEHHOW Ul HECAHKIMOHMPOBAHHOTO  YHMYTOXEHHs, OJOKMpPOBaHUS,
MOAHU(UKAIMKY, KONUPOBAHUS KOMIBIOTEPHOM HHGOpPMalUU WM HEUTpalv3allud CPEICTB 3allUThI
uHpopMalny, a TAaK)Ke pearupoBaHue Ha oOHapyKeHHE ITHX MPOrpaMM U HH(POPMAIIHH.

18.7. Mepsl 1o oOHapykeHHIO (MPEelOTBpAILEHUIO) BTOPKEHUNH JOJDKHBI OOecreyrBaThb
oOHapyXeHHe JeHCTBHMII B aBTOMAaTHU3MPOBAHHON CHUCTEME YIpPABJICHHS, HaNpaBIEHHBIX Ha
IpeJHAMEPEHHBI HECAaHKLIMOHUPOBAHHBIN JOCTYH K HWH(POpPMAaLMH, CHelUalbHble BO3JEHCTBHS Ha
aBTOMATHU3HPOBAHHYIO CUCTEMY YIIPaBJIEHUS U (MJIM) UH(GOPMALIUIO B LIEJSX €€ 100bIBaHUS, YHUUTOXKEHHUS,
MCKa)XEHUS M OJIOKMPOBaHMS JOCTYyNa K MH(OpMAINH, a TAK)KE pearnpoBaHUe Ha 3TH JIeHCTBUS.

18.8. Mepbl 10 KOHTPOIIO (aHAIM3Y) 3aANIMIIEHHOCTH HH(POpPMAIUM TOJDKHBI 00€CIeunBaTh
KOHTPOJIb YPOBHS 3aIMIIEHHOCTH aBTOMAaTHU3UPOBAaHHON CHUCTEMBbl YIPABICHHUS IyTeM MPOBEAECHUS
MEPOTIPHUSTHIA 110 BBISIBICHUIO U aHAIIN3Y YA3BUMOCTEW, KOHTPOIIIO YCTAHOBKH OOHOBJICHHUH IMTPOTPAaMMHOTO
obecrieyeHus, cocTaBa MPOrPaMMHOTO OO0ECleYeHUs] W TEXHUYECKHUX CpPEeACTB U IPaBHIbHOCTH
(GYHKIIMOHUPOBAHMSI CPE/ICTB 3ALUTHI HH(OPMALIUH.

18.9. Mepbl mo oO0ecnedyeHuIo ILEeTOCTHOCTH AaBTOMAaTU3UPOBAHHONW CHUCTEMBl YIpPABIEHUS U
uHbOpMalMK JIOJDKHBI obOecneunBaTh OOHapyXeHue (PAKTOB HECAHKIIMOHMPOBAHHOTO HApYyILEHUS
OEJIOCTHOCTHU aBTOMaTI/I3I/IpOBaHHOﬁ CHUCTCMBbI YIIPABJIICHHUA W COACPKAIIUXCSA B HeH JaHHBIX, a TaKXeE
BO3MO>XHOCTb BOCCTAHOBJIEHHS aBTOMaTHU3UPOBAHHOM CHCTEMBI YIIPABICHUS.

18.10. Mepbl 1o oOeCHeYeHHI0 JOCTYMHOCTH TEXHHUYECKUX CPEACTB U HMH(OPMAIMH JOJKHBI
o0ecrieunBaTh aBTOPU3OBAHHBIA JIOCTYIl TEpCOHANAa, HMMEIOUIETO0 IpaBa IO TaKOMY JIOCTYIY K
TEXHUYECKUM CpeJCTBaM (MCIIOJIHUTENBHBIM YCTpOiCTBaM) M HH(pOpMAlMU, a TaKXKe IOCTYIHOCTb
TEXHUYECKUX CPEICTB (MCIOTHUTEIbHBIX YCTPOWCTB) MJi BXOJHOM (BBIXOJHOW) uHGOpMaIuy,
yIIpaBIIsitolIel (KoMaH1HOM) HH(pOpMaIUK, KOHTPOJIBHO-U3MEPUTENLHON HH(OPMAIIMH, HHOW KPUTHUECKU
BaXHOH WH(OpPMAIMM B INTATHOM peXuMe (YHKIMOHUPOBAHUS ABTOMATH3UPOBAHHON CHCTEMBI
yIIpaBlICHHS.

18.11. Mepsl 1o 3amuTe Cpeapl BUPTYyAIHU3ALMH JIOJHKHBI HCKIIOYATh HECAHKIMOHWPOBAHHBIN
nocTyn K uH(popMmaimu, oOpabaTbiBaeMON B BHUPTyaJbHOW HH(QPACTPYKTYpe, U K KOMIIOHEHTaM
BUPTyaJIbHOW MH(PACTPYKTYpHl, a TaKkKe BO3JeicTBUE Ha MH(DOPMAIIUIO U KOMIIOHEHTBI, B TOM YHCIIE K



CpeACTBaM  YNpaBICHHUA BUPTYaJbHOH HH(PACTPYKTYypOW, MOHHUTOPY BHUPTYAJIbHBIX  MAIIHH
(rumepBU30py), CUCTEME XpaHEHHs JAHHBIX (BKJIIOYas CHUCTEMY XpaHEHHS 00pa3oB BUPTYaIbHOU
UHOPPACTPYKTYpPHI), CETH TNepeAadd JaHHBIX dYepe3 OJIEMEHThl BUPTYaIbHOH WK (usndeckoi
MHQPACTPYKTYphl, TOCTEBBIM OINEPAIMOHHBIM CHCT€MaM, BHUPTYyaJbHBIM MalluHaM (KOHTeHHepam),
CUCTEME U CETH PEIIMKALUU, TEPMUHAIBHBIM U BUPTYAJIbHBIM YCTPOMCTBAM, a TAKKE CUCTEME PE3EPBHOIO
KOIIMPOBAHHUS U CO3/1aBAEMBIM €10 KOTIHUSIM.

18.12. Mepbl 10 3a11UTe TEXHUYECKUX CPEJCTB JOJKHBI UCKITI0YAaTh HECAHKIIMOHUPOBAHHBIN JOCTYII
K CTAallMOHAPHBIM TEXHUYECKUM CpEACTBaM, 00pabaThIBalOIIUM HH(DOPMAIHMIO, HWCTIOTHUTEIHHBIM
YCTpOWCTBAM, CpeacTBaM, oOOecrneunBaronuM (QyHKIIMOHUPOBAHUE aBTOMATH3UPOBAHHOW CHCTEMBI
yrpaBlieHus: (nanee - cpeAcTBa odecreueHUs (QYHKIIMOHUPOBAHMS), U B MOMEIICHUS, B KOTOPHIX OHH
MTOCTOSIHHO PACIIOJIOKEHBI, 00ECIIEYMBATh 3AIIUTY TEXHHUYECKUX CPEJCTB OT BHEUIHUX BO3JCHCTBUM, a
TaKkkKe 3ammTy WHpOpMAIMH, MPEACTABICHHON B BUAC WH()OPMATHUBHBIX JIIEKTPUYECKUX CHTHAJIOB U
(hU3UYECKUX TOJIEH.

18.13. Mepsl 110 3a1uTe aBTOMAaTU3UPOBAHHON CUCTEMBI U €€ KOMIIOHEHTOB JIOJKHBI 00€CTIeUnBATh
3amMTy WH(pOpManuu mpu ee Iepegade Mo KaHajdaM CBsI3HM, B3aMMOJICHCTBHHM aBTOMATHU3WPOBAHHOMN
CUCTEMBI  YIPAaBICHUS WJIU €€ OTACIbHBIX CETMEHTOB C HWHBIMH aBTOMATH3UPOBAHHBIMH
(uHDOPMAITMOHHBIMHU) CUCTEMaMU M HH()OPMAIMOHHO-TEIIEKOMMYHHKAIIHOHHBIMU CETSMHU TIOCPEICTBOM
MIPUMECHCHHS apXUTEKTYphl aBTOMATH3UPOBAHHOW CHUCTEMBI YIPABIICHUS M MPOCKTHBIX PEIICHUH IO ee
CHCTEME 3alllUThI, HAIIPABJICHHBIX Ha 00ECIICUEHHE 3alUThl HH()OPMAIIHH.

18.14. Mepsl mo obOecneyeHH0 O€30MacHOW pa3pabOTKHM MPHUKIATHOTO U CIEHHAIBHOTO
IPOrPaMMHOTO 0OecTieueH sl JOJDKHBI 00ECTIeYNBAaTh BBISIBJICHUE, aHAIN3 M YCTPAHEHUE Pa3paboTINKOM
ySI3BUMOCTEH MpOrpaMMHOT0 00eCIieueHts aBTOMAaTU3UPOBAHHON CUCTEMBI YIPaBIEHUS, ONPEACICHHOTO
3aKa34YMKOM, Ha BCEX H3Tamax (CTaausdx) ero pa3pabdOTKH, a TaKKe KOHTPOJIb INPUHHMAEMBIX MeEp IO
BBISIBJICHHUIO, AQHAM3Y W YCTPAHEHHUIO YSI3BHUMOCTEH CO CTOpOHBI 3aKa3uumka U (WIM) Omeparopa
aBTOMAaTH3MPOBAHHOW CUCTEMBI yIIPABIICHHUS.

18.15. Mepb! 1o ynpaBlieHHI0O OOHOBIEHUSIMHU MTPOTPAMMHOTO OOecTieueH s JOHKHBI 00ecreYnBaTh
Oe3omacHoe MOJyuye€HUE, MPOBEPKY U YCTAaHOBKY OOHOBJIEHMH MpPOTrpaMMHOIO oOecreueHus Ha
KOMIIOHEHTaX aBTOMAaTU3UPOBAHHOM CUCTEMBI YIIPABJIEHUS TEXHOJIOTMUECKMMU IIPOLIECCAMH.

18.16. Mepbl 10 IJIAHUPOBAHUIO MEPOINPHUATUN MO O0OECIEUEHHIO 3aIIUTHl MHPOPMALUU JOJDKHBI
oOecnieunBaTh pa3paboOTKy, YTBEp)KICHHE M aKTyaJH3al{I0 IJaHa MEpONpUATUN IO 0OecTeyeHUIo
3amMThl  MHGOpMAlMM B ABTOMAaTHU3UPOBAaHHBIX  CHCTeMax  yIpaBJIeHUs, B TOM  4YHCIe
IIpelyCMaTPUBAIOIIEr0 MEPOIPUATHS 1O 3alIUTe NH(OPMALIUU B XO/I€ CO3/IaHuUs, SKCIUTyaTallul U BbIBOJA
U3 DKCIUIyaTallud aBTOMAaTU3UPOBAHHOW CHCTEMBl YIPABJIEHUS, CPOKH BBIIIOJHEHUS MEPOIPHUATHI H
OTBETCTBEHHBIX 32 UX BBIIIOJHEHHUE, a TAKKE KOHTPOJIb €0 BBIITOJIHEHUS.

18.17. Mepsl no oOecriedeHHIo JIEHCTBUN B HEIUTATHBIX (HENPEIBUICHHBIX) CUTYalUAX JIOJIKHBI
obecrieynBaTh IUIAHUPOBAHUE MEPOIPHUATUH, oOyueHHe U OTpabOTKy ACWUCTBHUIl MepcoHaja B cllydyae
BO3HUKHOBEHHUSI HEMITATHBIX (HETPEIBUICHHBIX) CUTYallMid, a TaKKe PE3EPBHPOBAHUE IMPOTPAMMHOTO
oOecrieyeHnsi, TEXHHUUYECKUX CpPEICTB, KaHAIOB Iepelaud JaHHBIX aBTOMATHU3MPOBAHHBIX CHUCTEM
yIIpaBJICHUS B Cllydae BO3HWUKHOBEHHs HEIITATHBIX (HETPEIBUACHHBIX) CHTYyallMd M oOOecredeHue
BO3MO>XHOCTH €€ BOCCTAHOBJICHHUSI.

18.18. Mepsl 1o uWHGOPMHUPOBAHMIO M OOyYEHHUIO TEpcoHada JIOJDKHBI —00eCreunBaTh
uHGOPMHUpPOBaHUE IEepcoHala 00 yrpo3ax Oe30macHOCTH HWHGOpPMAalUMH, O MpaBWIaX 3KCIUTyaTalluu
CHCTEMBI 3allUTHl ABTOMATH3UPOBAHHOW CHCTEMBI YIIPABICHUS W OTACIBHBIX CPEJICTB 3alIUTHI
uH(pOpMaIINH, a TAKKE TEOPETHUECKOE U MTPAKTUYECKoe 00ydueHue (B TOM YHUCIIe IPOBECHUE TPEHHUPOBOK)
10 JKCIUTyaTalliyd CUCTEMBI 3aIIMThl ABTOMAaTU3UPOBAHHON CHCTEMBI YIPABJICHUS U OTICJIBbHBIX CPEACTB
3alIUThI UH(OPMALIHH.

18.19. Mepsb! 1o aHanu3y yrpo3 0€30macHOCTH WH(GOPMAIMU U PUCKOB OT MX pealn3alliil JOJKHBI
oOecrieunBaTh TMEPUOJAMYCCKUN  aHAIM3 HM3MEHEHHUs yrpo3 Oe3omacHocTH uH(oOpManuu B
aBTOMAaTH3MPOBAHHOM CHCTEME YIPaBICHHs, BO3HMKAIOIIMX B XOAE €€ OKCIUTyaTallid, a TaKke



MEPUOIUYECKYI0 OIEHKY (TIEpPEOleHKY) MPOTHO3UPYEMBIX TIOCIEJACTBUNA OT peaju3aluu yrpos
6e3omacHOCTH HH(OPMALIUY B aBTOMATU3UPOBAHHOM CUCTEME YIIPABICHUSI.

18.20. Mepbl MO BBISBICHUIO HMHIIMACHTOB M PEAardpOBaHMIO HAa HUX JIOJDKHBI 00€CIIeurBaTh
oOHapyKeHHe, WICHTU(DUKAINIO, aHAIU3 WHIUIACHTOB B aBTOMAaTHU3WPOBAHHON CHUCTEME YIpaBICHUS, a
TaKKe MPUHSITHE MEP 0 YCTPAHEHUIO U MPEAYNPEKACHUIO HHIIUICHTOB.

18.21. Mepsl 10 ympaBieHHIO KOHPHUrypanueid aBTOMAaTU3UPOBAHHONW CHUCTEMBI YIIPABIICHUS U €€
CHCTEMBbl 3alllUThl HMH(pOpPMALMU JOKHBI OOECreuuBaTh YINPaBIEHUE H3MEHEHUSIMH KOHQUIyparuu
aBTOMATH3MPOBAHHOM CHCTEMBl YIPABICHHUS M €€ CHCTEMbl 3alluThl HMH(OpMAIMM, aHAIU3
MOTEHIMAJILHOTIO BO3/IeHICTBUS IUNIAHUPYEMBIX U3MEHEHUI Ha obecrieueHne 6€30macHoCT HH(pOpMaIiHY, a
TaK)K€ JOKYMEHTHUPOBAHUE 3TUX U3MEHEHUII.

19. Bwibop mep 3amuThl MHGOpPMAIUMHM I UX peaju3allMd B aBTOMATH3MPOBAHHOH cHCTEME
YIIPaBIICHUS B PAMKaX €€ CUCTEMBI 3aIUTHI BKIIIOYACT:

ompezneneHue 0Oa3oBoro Habopa Mep 3amuThl WHG(OpPMAaNMU Ui YCTAaHOBJIEHHOTO Kjacca
3aIUIICHHOCTH aBTOMATU3UPOBAHHON CHCTEMBI YIIPABJICHHUS B COOTBETCTBUU C 0a30BEIMU HabOpaMu Mep
3amuThl HHGOPMAIUK, MPUBEICHHBIMU B IpuioskeHUU Ne 2 k HacTosuM TpeOoBaHUSM;

ajanTanuio 0a3o0BOro HaboOpa Mep 3alUThl UHPOPMALUU NPUMEHUTEIFHO K KaXIOMY YPOBHIO
aBTOMATH3UPOBAHHON CHUCTEMBI YIIPABICHHS, HHBIM CTPYKTYPHO-()YHKIMOHAIBHBIM XapaKTePUCTHKAM H
0cOOEHHOCTSIM ~ (DYHKIIMOHUPOBAHHUS ABTOMATH3HPOBAHHOM CHCTEMBI YIpaBieHHs (B TOM YHCIE
IpeayCMaTpUBAIONIYI0 HCKIIOUYCeHHE M3 0azoBoro Habopa Mep 3ammThl  HHGOpPMAaLUH  Mep,
HCMMOCPCACTBCHHO CBA3AHHBIX C TCXHOJIOTHAMH, HC HCIIOJIB3YCMLIMU B aBTOMaTH3HpOBaHHOfI CUCTEME
YIOpaBJICHUS WIM €€ YPOBHAX, WM CTPYKTYPHO-(PYHKIMOHAJIBHBIMH  XapaKTePUCTUKaMH, HE
CBOMCTBEHHBIMU aBTOMAaTU3UPOBAHHON CUCTEME YIPABJICHMUS);

YTOYHEHHE aAaTHPOBAHHOTO 0a30BOr0 HaOOpa Mep 3alUThl HHPOPMALIUU C YYETOM HE BRIOPaHHBIX
paHee Mep 3alUThl MH(QOPMAIMK, NPUBEACHHBIX B MpuiokeHuH Ne 2 k HactosmmMm TpeGoBaHMsM, B
pe3ysibTaTe Yero ONpeNeNIAIOTCS Mephl 3alluThl HMHGOPMAIUH, OO0eCHeunBaoNie OJIOKHPOBaHNE
(HelTpanu3anuio) Bcex yrpo3 0€30MacHOCTH HH(POPMALMU Ha KaKJJOM U3 YPOBHEH aBTOMAaTU3UPOBAHHOMN
CHICTEMBI yIIpaBIICHHUS,

JIOTIOJTHEHUE YTOUHEHHOT'0 a1alITUPOBAaHHOTO 0a30BOro HabOpa Mep 3alUThl HHPOPMALIUU MepaMH,
00ecreurBaOIIMMY  BBIIIOJIHEHUE TpeOoBaHUM K 3amuTe WHGOpPMAlUU, YCTAHOBJIEHHBIMH HWHBIMU
HOPMAaTUBHBIMU IIPAaBOBBIMU aKTAMH, JJOKAJIbHBIMH IIPABOBBIMU aKTaMHM, HALIMOHAJIBLHBIMU CTaHAAPTaAMH U
CTaHJIapTaMU OpraHU3aluy B 00JIACTH 3alIUTHl HHPOPMAIIIH.

Jns BeiOOpa Mep 3ammTbl HMHGOpPMALMKM S COOTBETCTBYIOIIETO KJlacca 3allldIIeHHOCTH

aBTOMaTH3HpOBaHHOﬁ CUCTCMBbI YIIPABJICHUSA NPUMCHAOTCA MCTOAUYCCKUC TOKYMCHTBI ®CTIK Poccun
<*>,

<*> Paspaborannpie ®CTOK Poccun B coorBeTcTBHM ¢ MOANYHKTOM 4 nyHkTa 8 IlonokeHus o
@enepanbHOl  ciiy’)k0€ 1O TEXHMYECKOMY M JKCHOPTHOMY KOHTPOJIIO, YTBEPXKIEHHOTO YKa3oM
[Ipesunenta Poccuiickoii @enepanuu ot 16 aBrycra 2004 r. Ne 1085.

20. B aBTOMaTM3MpPOBAHHOM CHCTEME YIpaBJIECHUS COOTBETCTBYIOLIETO Kjacca 3aIlMIIEHHOCTH B
paMKax ee CHCTeMBI 3allUTHl JOJDKHBI OBITh pealn30BaHbl MEPHI 3alIUTHl WH(GOpPMAINY, BEIOPAaHHEIC B
coOTBEeTCTBMM ¢ NyHKTamMu 18 u 19 Hacrosmux TpeGoBanuii u oOecrneunBaromye OJOKMPOBaHUE
(HerTpamM3aImio) Bcex yrpo3 0e30MmacHOCTH HHPOPMAIUK Ha KaXKJIOM U3 YPOBHEH aBTOMATU3HPOBAHHON
CHCTEMBI yIPaBICHHUS.

BreiOpannble  Mephl  3amUThl  MHQOpPMAIMM  paccMaTpUBAIOTCS Ui KaXJAOro  YPOBHS
aBTOMAaTU3MPOBAHHOM CHCTEMbI YIIPABICHUS OTAEIBHO U MOJIEKAT peaTn3aluu ¢ y4eToM 0COOeHHOCTeH
(YHKIIMOHMPOBAHUS KaXKJJOTO U3 YPOBHEH.

[Tpu 3TOM B aBTOMAaTHU3UPOBAHHON CHCTEME YIPaBIEHUS JOJKEH ObITh, KAK MUHHUMYM, peali30BaH



alanTHPOBAHHBINA U KaXKAOTO YPOBHS 0a30BbIi HAOOp Mep 3alUThl WH(GOPMAIUU, COOTBETCTBYIOIIHI
YCTaHOBJICHHOMY KJIacCy 3allUIIEHHOCTH aBTOMAaTU3UPOBAHHON CHCTEMBI YIIPAaBICHUSI.

21. B nensx UCKITI0YeHUsT H30BITOYHOCTH B pealTU3allii Mep 3alllUThl MHPOPMALIUHU | B CITydae, €ClIu
NPUHATHIE B aBTOMATHU3WPOBAHHOW CHCTEME YIPABICHUS MeEphl MO OOECIEYEHUIO MPOMBIIUICHHON
0e3onacHOCTH W (Min) (pu3nyeckol 0e30MacHOCTH JTOCTATOYHBI Il OJOKHUPOBaHUS (HEUTpaTH3AIIHH )
OTACNBHBIX yrpo3 Oe3omacHOCTH WH(GOpPMAIMK, JOMOJHUTEIbHBIE MEpbl 3allUThl HH(POPMALUH,
BBIOpaHHBIC B COOTBETCTBHHU ¢ MyHKTaMu 18 u 19 Hacrosmux TpeOoBanuii, MOTYT He IpUMEHATHCS. [Ipu
3TOM B XOJ€ pa3pabOTKH CHCTEMBI 3alIUThl aBTOMATU3HMPOBAHHOM CHCTEMBI YIPABICHUS JOJDKHO OBITh
MPOBEJICHO OOOCHOBAaHWE JOCTATOYHOCTH IPUMEHEHHS MeEp IO OOCCICYCHUI0 MPOMBIIUICHHON
0e30macHOCTH WK (U3UIECKON 0e30MacHOCTH Ui OJOKMPOBaHUS (HEHTpaIMU3alii) COOTBETCTBYIOIINX
yrpo3 6e301macHOCTH HHGOPMAITUH.

22. Ilpu OTCYTCTBHMM BO3MOXXHOCTH pealM3alli¥ OTICIBHBIX MEp 3allMThl WH(POpPMAlUU Ha
KaKOM-JTH0O M3 ypPOBHEH aBTOMATU3MPOBAHHOW CHCTEMbI YIPABICHUS W (MJIH) HEBO3MOXXHOCTH HX
NPUMEHEHHS K OTIEIbHBIM O0BEKTaM M CyOBEKTaM JOCTYIa, B TOM YHCJIE BCIEICTBUE MX HETATHBHOTO
BJIMSIHUS Ha INTATHBIA PEKUM (YHKIIMOHMPOBAHUS aBTOMATH3UPOBAHHON CHCTEMBbI YIpPABJICHUS, Ha
JTamax ajxanTandu 0a30BOro Habopa Mep 3amuThl WHGOPMAIMK WM YTOYHEHHUS aJanTHPOBAHHOTO
6asoBoro Habopa Mep 3amMThl WHGOpMalUU pa3pabaThIBAIOTCS HHbIE (KOMIICHCHPYIOIINUE) MEpHI,
o0ecrieynBaONIe a/IeKBaTHOE OJIOKMpOBaHHE (HEHTpaIM3anuio) yrpo3 0e30MacHOCTH HH(pOpMAIH |
HEOOXOIMMBIN YPOBEHbB 3aIUIICHHOCTH aBTOMATH3UPOBAHHOM CUCTEMBI YIIPABJICHUS.

B kauecTBe KOMIIEHCHPYIOIUX MEp, B IIEPBYIO OYEPE]lb, PACCMATPUBAIOTCS MEPHI IO 00CCIICYCHUIO
OPOMBINUICHHON W (Win) (U3NYecKol Oe30MaCHOCTH aBTOMATU3MPOBAHHOW CHCTEMBI YIIPaBJICHUS,
MOJIICPYKUBAIOIIIE HEOOXOAUMBIN YPOBEHB 3aIUIIICHHOCTH aBTOMATH3UPOBAHHOW CUCTEMBI YIIPaBJICHUSI.

B sTOM cnydae B xoie pa3pabOTKH CHCTEMBI 3aIlUTHl aBTOMATU3UPOBAHHOW CHCTEMBI YIPABICHHS
JOJDKHO OBITh TPOBEICHO OOOCHOBAHME INMPUMEHEHHS KOMIICHCUPYIOIIUX MeEp, a TPU MPHEMOYHBIX
WCTIBITAHUSAX OLIEHEHA IOCTATOYHOCTh M aJIEKBATHOCTH JAHHBIX KOMIECHCUPYIOIIUX Mep [T OJIOKUPOBAaHUS
(ueiiTpanuzanun) yrpo3 6€30MacHOCTH HHPOPMAIIHH.

23. BoiOpaHHble U peaqu30BaHHblE B aBTOMAaTH3MPOBAHHOW CHCTEME YIpaBIEHUS B paMKax ee
CHCTEMBI 3alIUTHI MEPHI 3aIUTH HH(POPMAIUH, Kak MUHUMYM, JTOJKHBI 00€CTIeYBaTh:

B aBTOMATHM3MPOBAHHBIX CHUCTEMax yIpaBlieHHs | Kiacca 3alIMIICHHOCTH - HEWTpaU3aIfio
(6moxupoBaHue) yrpo3 0e30macHOCTH MH(OpMAIMK, CBI3aHHBIX C JEHCTBUAMHU HAPYIIMTENS C BBICOKHM
MTOTEHIHAJIOM;

B aBTOMATH3MPOBAHHBIX CHUCTEMax YIpaBlieHUs 2 Kjacca 3allMIIEHHOCTH - HEUTpaau3aiuio
(bmoxupoBaHue) yrpo3 0€30macHOCTH HMH(POPMAIUM, CBA3AHHBIX C JEHCTBUSIMU HApPYIIUTENS C
MOTEHIAJIOM He HUXE CPEHETO;

B aBTOMATH3MPOBAHHBIX CHUCTEMax YIpaBleHUs 3 Kjacca 3allMIIEHHOCTH - HEUTpalu3aiuio
(6moxupoBaHue) yrpo3 0€30MmacHOCTH MH(POPMAIIMH, CBSI3aHHBIX C JIEUCTBHSAMHU HAPYIIUTENS C HU3KAM
MOTEHIHAJIOM.

[Torennuan HapymmTens ONpeAessieTcss B XOA€ OIEHKM €ro BO3MOXHOCTEH W MOTHUBAIHH,
MIPOBOIUMOM TIPH aHATTN3€ yTPpo3 0€30MacHOCTH HHGOPMAITMH B COOTBETCTBUH C IMyHKTOM 13.3 HacTosAmux
TpeboBanmii.

OmnepaTopoM MOXXET OBITH MPUHSATO PEHICHWE O TMPUMEHEHWH B aBTOMATHU3UPOBAHHOH CHCTEMeE
yIIpaBJIEHUs] COOTBETCTBYIOLIETO Kiacca 3allMIIEHHOCTH Mep 3aIluThl MH(OpMaIK, 00ecrneunBaromnx
3a0MTy OT Yrpo3 0e30macHOCTH WHGOpPMAINK, pEaTn3yeMBbIX HapyIIUTeNleM ¢ 0ojiee BBICOKUM
MOTEHIHAJIOM.

24. TexHUYeCKHE Mephl 3alIUTHl UHPOPMALUU pEaTU3yIOTCS MOCPEICTBOM MPUMEHEHHUSI CPEICTB
3anIMThl HHPOPMAITUH, B TOM YHCJIE IPOTPaMMHBIX (TIPOrPaMMHO-AIIIAPATHBIX) CPE/ICTB, B KOTOPBIX OHU
peann30BaHbl, UMEIOIUX HeoOXonuMmble (YHKIUM Oe30macHOCTH. B KadecTBe CpEACTB 3allUThHI
WH(OPMAIINY B TIEPBYIO OYEPEIb MOIEKAT PACCMOTPEHUIO MEXaHU3MbI 3aIIUTHI (ITapaMeTpbl HACTPOUKH)



MTaTHOr'O0 NpOrpaMMHOIO obecneucHust aBTOMaTI/I3I/IpOBaHHOI71 CHUCTCMBI YIIPABJICHUA IIPU UX HAJIMYHU.

B cnyuyae ucnonb30BaHus B aBTOMAaTU3UPOBAHHBIX CHCTEMAax YIPaBJICHUS CEPTUPHUIMPOBAHHBIX IO
TpeGoBaHUAM 0€30I1aCHOCTH MHPOPMALIMU CPEICTB 3aILUThI MHPOPMALIUU IPUMEHSIOTCS:

B aBTOMAaTU3HMPOBAHHBIX CHCTEMax YIpaBiIeHHs | Kilacca 3alUIIEHHOCTH IPUMEHSIOTCS CPEACTBa
3alUThl HH(GOPMALUY He HIKE 4 KJlacca, a TAaKXKe CPeCTBA BBIYMCIUTENbHON TEXHUKH HE HUXKE 5 Kiacca;

B aBTOMAaTU3UPOBAHHBIX CUCTEMax YIpPaBJICHMs 2 Kjacca 3allMIIEHHOCTH MPUMEHSIOTCS CpeAcTBa
3alUThl HH(GOPMAIUY HE HIDKE 5 KJlacca, a TAaKXKe CPEICTBA BEIUMCIUTEIILHOW TEXHUKH HE HUXKe 5 Kiacca;

B aBTOMAaTU3HMPOBAHHBIX CHCTEMaxX YIpPaBJIEHUs 3 Kiacca 3alUILEHHOCTHU NPUMEHSIOTCS CpPelCTBa
3alUThl HH(GOpPMALMK He HIDKE 6 Kilacca, a TaKXKe CPeJICTBA BEIUMCIUTENILHOW TEXHUKH HE HUXe 5 Kiiacca.

Kraccsl 3a1MThl OpeIesitoTCs B COOTBETCTBUN C HOPMAaTUBHBIMH IIPAaBOBBIMU aKTaMU, W3/1aHHBIMU
B cooTBeTCTBUH ¢ moanyHkToM 13.1 mynkra 8 Ilomoxkerus o denepanbHOM CITy)0€ 10 TEXHUYECKOMY U
SKCIIOPTHOMY KOHTPOJIIO, YTBEpKAeHHOro YkasoM IIpesunenra Poccuiickoit denepanun ot 16 aBrycra
2004 r. Ne 1085.

B ciydae wucnonp30BaHMS B aBTOMAaTU3MPOBAaHHBIX CHUCTEMax YIPaBJIECHUS CPEACTB 3aIIUTHI
uHpopManuy, CepTUPHUIMPOBAHHBIX TI0 TPEOOBAHUAM 0€30MacHOCTH MH(POPMAIUH, YKa3aHHBIE CPEIICTBA
JOJDKHBL OBITH CcepTU(UIMPOBAHBI Ha COOTBETCTBHE O0s3aTeNbHBIM TPEOOBAaHUSAM IO 0€30MACHOCTH
nH(pOpMALNY, YCTaHOBIEHHBIM HOPMAaTHUBHBIMHU IPABOBBIMU aKTaMH, WM TPEOOBaHMSAM, YKa3aHHBIM B
TEXHUYECKUX YCIIOBHSX (3alaHUX 10 OE30aCHOCTH).

OyHKIMU 0€30MacHOCTH CPEACTB 3alIUThl MH(OPMAIMK JTOJHKHBI 00ECIeunBaTh BBITOJHEHHE
Hacrosmux TpedoBaHuil.

B aBTOMaTM3MpOBaHHBIX CHUCTEMax YHpaBieHHs | M 2 KIacCOB 3AIIMIICHHOCTH HPUMEHSIOTCS
CepTH(HUIMPOBAHHBIE CPECTBA 3AIMUTHl MH(OPMAIMH, NMPOrPAMMHOE O0ECIIEYeHHE KOTOPHIX MPOILIO
IIPOBEPKY HE HMXKE YeM 10 4 yPOBHIO KOHTPOJISL OTCYTCTBHS HEAECKJIApUPOBAHHBIX BO3MOKHOCTEH.

3aka3uukoM (ONepaTropoM) B 3aBUCUMOCTH OT IMOTEHLHMAa HAPYIIUTEN MOXET ObIThb MPUHATO
pelleHre O TOBBIIIEHUH YPOBHS KOHTPOJIS OTCYTCTBMSI HEAEKIAPUPOBAHHBIX BO3MOKHOCTEW CpEICTB
3alIUThI UH(OPMALIHH.

(m. 24 B pen. Ipukaza ®CTIK Poccun ot 23.03.2017 Ne 49)

25. Tlpu ucnonb30BaHMM B aBTOMATHU3MPOBAHHBIX CHUCTEMax YIPABICHHUS HOBBIX TEXHOJOTUH H
BBISIBIIEHUH JONOJHUTENbHBIX YIpo3 0€30MacHOCTH MH(POPMALUU, IJIi KOTOPBIX HE OMpEAETICHbI MEphbI
3alUThl THPOPMAIIUH, T0JKHBI pa3padaTbiBaThCsl KOMIIEHCHPYIOLUE MEPBI B COOTBETCTBUU C ITYHKTOM 22
Hactosmux TpedoBaHuil.



[Tpunoxenne Ne 1

K TpeboBaHusM K obecreueHIIo

3alUThl UH(OPMALMK B aBTOMaTU3MPOBAHHBIX
cucTeMax ynpaBJlIeHUs IPOU3BOACTBEHHBIMU
U TEXHOJIOTHYECKUMH IPOLIecCaMU

Ha KPUTHYECKU BaXKHBIX 00BEKTaX,
MOTEHIMAJIBHO OMACHBIX 00BEKTAX,

a TakKe 00beKTax, MPeACTABISIOINX
HIOBBIIIEHHYIO ONACHOCTD JUJIsl )KU3HU

Y 3I0pOBbs JIFOJEH U JIJISl OKPY KarOIeH
IPUPOIHON cpelibl

OITIPEAEJIEHUE
KJIACCA 3AIUIIEHHOCTU ABTOMATHU3UPOBAHHOU CUCTEMBI YITIPABJIEHU S

1. Knacc 3amuineHHoCTH aBTOMaTH3UPOBAHHOM CUCTeMBI yripaBienus (mepssiii kinace (K1), Bropoit
kiace (K2), tperuii knacc (K3)) onpenensiercs B 3aBUCUMOCTUA OT YPOBHSI 3HAYUMOCTH (KPUTUYHOCTH)
oOpabateiBaemoit B Hell unopmarun (Y3).

2. YpoBeHb 3HAUMMOCTHU (KpUTHYHOCTH) MHpopMmanuu (Y3) onpenensercs: CTENeHbI0 BO3MOKHOTO
yimepba OT HapylleHHs] €€ IEJIOCTHOCTH (HelpaBOMEpHbIE YHUYTOXKEHHE WIM MOJIU(UIIMpOBaHUE),
JOCTYITHOCTH (HEIPaBOMEPHOE OJIOKMPOBAHWE) WM KOH(DHICHIIUAIBHOCTH (HEMPABOMEPHBIC IOCTYII,
KOIMMPOBaHUE, MPEIOCTABICHUE WIIM PACIIPOCTPAHEHHE), B PE3yIbTaTe KOTOPOIO BO3MOXKHO HapyIICHHE
HITAaTHOTO pekrnMa (DYHKUHMOHHPOBAHHUS aBTOMATHU3MPOBAHHOW CHCTEMBl YIPABJIEHUS WU HE3aKOHHOE
BMEIIIATENILCTBO B MPOIECCH (DYHKIIMOHUPOBAHUS aBTOMAaTU3UPOBAHHOM CUCTEMBI yIIPaBJIECHUS.

Y3 = [(uenmocTHOCTb, CTEMEHb yiepOa) (AOCTYMHOCTh, CTENeHb yiiepba) (KoH(UIEHIIHAIBHOCTD,
CTemneHb yiepoa)],

1€ CTCIICHb BO3MOXXHOI'O ymep6a ONpCACIIICTCA 3aKAa3YMKOM HJIM OIICPATOPOM IOKCIICPTHBIM HIIN
HWHBIM METOJOM U MOXET OBITh:

BBICOKOHM, €CIIM B pE3yJbTaTe HapyIIEHUs OIHOTO M3 CBOMCTB 0€30macHOCTH HWHGOpMAaIuu
(LIETOCTHOCTH, JOCTYMHOCTH, KOH(HUIACHIUATHHOCTH), MOBJIEKIIET0 HapyIIeHHe IITAaTHOTO peXHUMa
(GYHKIIMOHUPOBAHUS ~ ABTOMATHU3UPOBAHHOW CHUCTEMBI  YIPABJICHHS, BO3MOXXHO BO3HUKHOBEHUE
9Ype3BbIYAHON cuUTyanuu (eaepalbHOr0 WIM MEKPETHOHAIBHOTO Xapakrepa <*> WIU UWHBIE
CYIIIECTBEHHBIE HETATUBHBIE MOCIIEICTBUS B COIL[MATIBHOM, MOJIUTHYECKON, SIKOHOMUYECKON, BOCHHON WIIN
HMHBIX 00JIaCTSIX NESITEIbLHOCTH,

<*> Y cTaHaBJIMBAETCS B COOTBETCTBHHM C MocTaHOBIeHUEM [IpaButenncTBa Poccuiickoit deneparum
ot 21 mas 2007 r. Ne 304 "O knaccupukauy Ype3BbIYalHBIX CUTYallMid MPUPOJHOTO U TEXHOTCHHOTO
xapakrepa" (CobOpanue 3akoHomaTenbcTBa Poccmiickoit @enepammm, 2007, Ne 22, cr. 2640; 2011, Ne 21,
cT. 2971).

CpemHeW, eciu B pe3yJbTaTe HApPYIICHHS OJHOTO W3 CBOWCTB Oe30macHOCTH HWHGOpMAIUU
(LIETOCTHOCTH, JOCTYMHOCTH, KOH(HUIACHIIUATHHOCTH), MOBJIEKIIET0 HAapYIIeHHE INTaTHOTO peXUMa
(GYHKIIMOHUPOBAHMUSI ~ aBTOMATU3MPOBAHHOW  CHCTEMbI  YIpaBICHHS, BO3MOKHO BO3HHUKHOBEHHE
Ype3BbIUATHON CUTYallM pPETHOHAIBHOTO WJIM MEXMYHHIMIIATBHOTO XapakTepa <*> wuiau uHbBIE



YMEpPEHHbBIE HETATUBHBIE MOCIEACTBUA B COLUMAIBHOW, MOJIUTUYECKON, SKOHOMHYECKONW, BOCHHOW WU
HMHEBIX 00JIaCTAX AESITEILHOCTH;

<*>¥YcTaHaBIMBAETCS B COOTBETCTBHH € TIocTaHOBIIeHUEM [IpaBurenscTBa Poccuiickoit deneparumn
ot 21 mas 2007 r. Ne 304 "O ximaccudukanyy 4pe3BbIYAWHBIX CUTYAIMH MPUPOIHOTO U TEXHOTEHHOTO
xapakrepa" (CoOpanue 3akoHonatenbcTBa Poceniickont @enepammm, 2007, Ne 22, cr. 2640; 2011, Ne 21,
cT. 2971).

HU3KOW, €clii B pe3yibTaTe HapylIeHUs OJIHOTO M3 CBOWCTB 0e€30MacHOCTH HWHGOpMAaLUU
(IE€TOCTHOCTH, AOCTYHMHOCTH, KOH(HICHIMAIBHOCTH), IOBJICKIIET0 HapyIIEHHE IITATHOTO pPEXuMa
(GYHKIIMOHUPOBAHMSI ~ ABTOMATHU3HPOBAHHOW  CHCTEMbl  YIpPaBICHHUS, BO3MOXXHO BO3HHKHOBEHHE
Ype3BbIUAHON CHUTyallud MYHHULIUOAIBGHOTO (JIOKAIBHOTO) <*> XapakTepa WJIM BO3MOXHBI HHBIE
HE3HAYUTEJIbHbIEC HETaTUBHBIE ITOCIIEACTBUS B COLUATBHOM, IOJMTUYECKOM, SKOHOMUYECKON, BOCHHOM WIIN
UHBIX 00J1acTAX AEATEIbHOCTH.

<*> ¥YcTaHaBIMBaeTCs B COOTBETCTBHUH ¢ TTocTaHoBiieHueM [IpaBurenbctBa Poccuiickoit deneparum
ot 21 mas 2007 1. Ne 304 "O kmaccuukanuy 9pe3BbIYaliHBIX CUTYAIHd MPUPOJHOTO U TEXHOTCHHOTO
xapakTtepa" (Cobpanue 3akoHogaTenbcTBa Poccuiickoit deneparuu, 2007, Ne 22, cr. 2640; 2011, Ne 21,
cT. 2971).

B ciryuae, ecnu 1 nHbopmanum, oOpadaTeiBaeMoil B aBTOMAaTU3MPOBAHHOM CHCTEME yIIPaBJICHUS,
He TpeOyercst oOecreueHHe OJHOTO W3 CBOWCTB OezomacHocTH wuHGMopManmuu (B 9acTHOCTH
KOH(UACHIIMATBHOCTH) YPOBEHb 3HAYMMOCTH (KPHUTUYHOCTH) ONPENENATCS IS IBYX IPYTUX CBOWCTB
6e3onacHOCTH HHPOPMAIIMH (LIETTOCTHOCTHU, JOCTYIMHOCTH). B aTOM Ccityuae:

V3 = [(uenocTHOCTh, CTeneHb yiiep0a) (I0CTYymHOCTh, CTeTeHb yiiep6a) (KOHPHUASHIIMATbHOCTh, HE
MpUMEHsIeTcs) .

WNndpopmanus, obpabaTeiBaeMas B aBTOMAaTHU3UPOBAHHOM CHUCTEME YIPABIIEHUS, UMEET BBICOKHIA
ypoBeHb 3HAUMMOCTH (KpuTuuHocTH) (Y3 1), ecnu XoTs Obl I OAHOTO M3 CBOWCTB O€30MAaCHOCTH
nHpopmanuu (LEJTOCTHOCTH, JOCTYMHOCTH, KOH(MUIEHIIMAIbHOCTH) OIpE/eleHa BBICOKAs CTENEHb
yiep6a. Madopmarus, oOpabaTbiBaeMas B aBTOMaTU3HMPOBAHHONW CHCTEME YIIpaBIIEHUs, UMEET CpeIHUM
ypoBeHb 3HAUMMOCTH (KpuTu4HOCTH) (Y3 2), ecnu xoTd Obl I OAHOIO M3 CBOWCTB 0E30MAaCHOCTH
uHpopManuu (1IeT0CTHOCTH, JOCTYIHOCTH, KOH(UACHIIMAILHOCTH ) OIIpe/ielieHa CpeaHsIsl CTeNeHb yuepoa
U HET HU OJHOTIO CBOWCTBA, NJIsi KOTOPOTO OIpeleleHa BbICOKas cTemneHb ymepba. Mudopmarmus,
oOpabaTbiBaeMasi B aBTOMaTH3MPOBAHHOM CHCTEME YIpPABICHMs, UMEET HHU3KUH ypOBEHb 3HAYMMOCTH
(xputuroctn) (VY3 3), ecnu 1151 BceX CBOMCTB 0€30macHOCTH HHGOpMAIUH (IIEJIOCTHOCTH, TIOCTYITHOCTH,
KOH(HIEHIINATILHOCTH) OIIpeJIeIeHbl HU3KKE CTENIEHH yiepoa.

[Tpu 06paboTke B aBTOMaTHU3MPOBAHHOI CHCTEME YIpaBlieHUs BYX M Oosiee BHIOB HH(poOpmanuu
(u3meputenbHass uHpopManusa, HHGOpPMAIUS O COCTOSHUM Ipolecca) YPOBEHb 3HAYUMOCTH
(xputnyHOcTH) MHpopManuu (Y3) onpenenseTcs: OTAEIbHO A Kaxa0ro Buga uHpopmanuu. torossiit
YPOBEHb 3HAUUMOCTH (KPUTHUYHOCTH) YCTAHABIMBACTCS MO HAUBBICIIMM 3HAUYEHHSIM CTETIEHU BO3MOXKHOTO
yiiepba, oOmpefeNeHHbIM JUIsl [eOCTHOCTH, JOCTYMHOCTH, KOH(HIECHUIUATbHOCTH KaXJI0TO BHUAA
uHpopMaluu.

3. Kiacc 3amuieHHOCTH aBTOMAaTHU3MPOBAHHOM CUCTEMBI YIPABIECHUS OIpPENEISAETCS B
COOTBETCTBUH C TaOIUIIEH:



YpoBeHb 3HAUUMOCTU (KPUTUYHOCTH )

Kitacc 3amuieHHocT aBTOMaTU3upOBaHHOM

uHpopMaun CUCTEMBI YIIPaBIICHUS
V31 K1
V32 K2
V33 K3




[Tpunoxenne Ne 2

K TpeboBaHUsAM K 00ecrieueHUI0

3amuTHl HH(OPMALUH B aBTOMAaTH3UPOBAHHBIX
CHCTeMax yIpaBJICHUS POU3BOICTBEHHBIMH
¥ TEXHOJIOTHYECKUMHU ITPOIIECCaAMU

Ha KPUTUYECKU BaKHBIX OOBEKTAX,
HOTCHIIUAIILHO OMACHBIX 00BEKTAX,

a TakKe 00BbeKTaX, MPEACTaBIIIONINX
HOBBIIICHHYIO ONACHOCTH JUIS )KU3HU

U 3/I0POBbS JIIOJICH M JUISl OKPY’KaroIeit
NPUPOIHON CpeIIbl

COCTAB
MEP 3ALIUTHI THOOPMAILIMU N NX BA30OBBIE HABOPEI
JJE1 COOTBETCTBVYIOIIEI'O KITACCA 3AIIMINEHHOCTHU
ABTOMATH3MPOBAHHOM CUCTEMBI YIIPABJIEHU S

VYcnosHoe Meps! 3amuThl HH(GOpPMALMK B aBTOMATU3UPOBAHHBIX CUCTEMAaX YIPaBJICHUs Knaccst
0003HaueHHUE U 3aLUIEHHOCTH
HOMEp MEpBI

3 2 1

1 2 3 4 | 5

. Unentudukanus u ayreHTU(UKaus cyObeKToB JocTyna U 00bekToB goctyna (MAD)
NAD.0 Pa3zpabotka mpaBun u npouenyp (MOJUTUK) UAEHTU(UKAIMU U ayTeHTHQHUKAIUN CyOBEKTOB AocTyma u| + + +
00BEKTOB I0CTYIA

NAD.1 Wnentudukanus u ayreHTU()UKALUS TT0JIb30BaTeleH, SBISIOMMXCsS pabOTHUKAMU OIlepaTopa + + |+
NAD.2 Wnentudukanus u ayTeHTUPHUKAIUS YCTPONCTB, B TOM YHCJI€ CTAllMOHAPHBIX, MOOMIIBHBIX U TOPTAaTUBHBIX + +




NAD.3

VYnpaBienue wuiaeHTH(PUKATOpaMH, B TOM YHUCIIE CO3[aHHE, NPUCBOCHUE, H3MEHEHHE, YHUYTOXKEHHE
UACHTU(PHUKATOPOB

NAD.4

VYrpasiieHue cpecTBaMu ayTeHTU(UKAINH, B TOM YKCIIC XpaHEHUE, BbIIaua, MHUITUAIH3AIHS, OJIOKHPOBAHUE
CPEICTB ayTEeHTH(UKAIUU ¥ MPUHITHE MEp B Ciydae yTpaThl W (WJIM) KOMIIPOMETAIMU CPEACTB
ayTeHTU(PUKAINH

NAD.5

Hckmoyenne oTOOpakeHHWsT IS IOJb30BATesl JACHCTBUTENBHOTO 3HAYEHHS AayTeHTH()UKAI[MOHHOM
uHpopMarm ¥ (WJIM) KOJMYECTBA BBOJMMBIX CHMBOJIOB (3amura oOOpaTHOW CBSI3M IIPU  BBOJE
ayTeHTU()UKAMOHHOW HHPOPMALIUN)

NAD.6

Nnentudukanus u ayreHTU(UKAINS TTOJIh30BATENCH, HE SBISIOMUXCS pa0OTHUKAMH Omeparopa (BHEITHHX
MOJIh30BaTEICH )

NAD.7

Wnentudukanys u ayreHTU(UKAIUSI 00BEKTOB (DaiiIOBOM CHCTEMBI, 3aITyCKAEMbIX U HCIIOJTHAEMBIX MOTYJICH,
O0BEKTOB CHCTEM YIpaBjieHUs 0a3aMu JaHHBIX, OOBEKTOB, CO3[aBAEMbIX NPUKJIAJHBIM U CIELHAIbHBIM
IPOrpaMMHBIM OOecrieueHreM, HHBIX 00BEKTOB JOCTYIa

II. Ynpasnenue noctynom cyobeKkToB focTyna k oobekTam goctyna (YIII)

VIIJL.0

PazpaboTka npaBui u mpoueayp (MOJUTUK) YIIPaBICHUS JOCTYIIOM CyOBEKTOB JOCTYIA K 00BEKTaM JOCTYIIa

YIIA.1

VYnpasnenue (3aBe/ieHue, aKTUBALINS, OJJOKMPOBAaHUE U YHUUTOKEHNE) YUETHBIMU 3aIIMCSMU N10JIb30BaTeNel, B
TOM YHCJIE€ BHEIIHUX ITOJIb30BATENIEN

VIIA.2

Peanuzanuss HE0OXOOUMBIX METOAOB (IUCKPELIMOHHBIM, MaHAATHBIM, POJIEBOM MM WHOW METOJ), THUIIOB
(uTeHue, 3aMKCh, BHIIOJHEHUE UM MHOM THIT) U MPABUJI pa3rpaHUuEHuUs JOCTYIIa

VIII.3

VYnpasnenue (3kpaHupoBaHue, GUIbTpALUs, MapUIpyTH3aAIUs, KOHTPOJIb COECIUHEHHH, OJHOHAIPaBIEeHHAs
nepesiaya U UHbIE cocoObl yIpaBiieHns) HHOPMAIIMOHHBIMU TOTOKaMHU MEX]ly YCTPOHCTBAMHU, CETMEHTaMU
aBTOMATU3UPOBAHHOM CHUCTEMBI YIIPABIEHUsA, a TaKXKE MEXKIAYy aBTOMAaTU3UPOBAHHBIMM CUCTEMaMU
yIpaBiIeHUS

VIIA.4

Paznenenne momHOMOUMET  (poJiell) TOJb3OBaTENIel, aAMHUHUCTPATOPOB H  JIUIl, OOECMEeYHBAIOIINX
(YHKITMOHUPOBAHKME aBTOMATU3UPOBAHHOM CUCTEMBI YIIPaBICHHUS




VIIJL5

Ha3nauenne MUHMMAaIbHO HEOOXOJUMBIX MPAB M MPUBUIIETHI MOIB30BATEISIM, aIMUHICTPATOPaM U JIMIAM,
o0ecreynBaOIUM (YHKIIMOHUPOBAHHE aBTOMAaTH3UPOBAHHON CUCTEMBbI YIIPABICHUS

VIIJL6

OrpanuueHre HEyCIIEUIHBIX IOINBITOK BXOAAa B aBTOMAaTU3MPOBAHHYIO CHUCTEMY YIpaBJIEHUs (AOCTyNa K
CHCTEME)

VIIJL.7

[IpenynpexaeHne MOIb30BATEINS MPU €T0 BXOJIE B ABTOMATU3UPOBAHHYIO CHCTEMY YIIPABJICHHS O TOM, YTO B
HEH peamm30BaHbl MEPBI 3aIIUTHI HHPOPMAIUH, U O HEOOXOJUMOCTH COOIIOJACHHS MM YCTAaHOBJICHHBIX
OTepaTopoM IpaBuil 00padOTKU HHGOPMAITUH

VIIJL8

OHOBGH_IGHI/IC IMMOJIB30BAaTECIIsA IOCJIC YCIICIIHOIO BXOJa B ABTOMATU3UPOBAHHYIO CUCTEMY YIPABJICHUS O €ro
npeabIAymcM BX0JA€ B aBTOMATHU3UPOBAHHYIO CUCTEMY YIIPABJICHUSA

VIIJL.9

Ol"paHI/I‘leHI/Ie quciia mapaJuICJIbHBIX CCEaHCOB JOCTyIla JJIsd Kaﬁ(ﬂOﬁ yquHoﬁ 3aIlIMCu I10JIb30BAaTCIIA
aBTOMaTI/I3I/IpOBaHHOﬁ CHUCTCMBI YIIPABJICHUA

VIIJL10

brnokupoBanue ceanca AOCTyrna B aBTOMATH3HPOBAaHHYIO CHUCTEMY YIPABICHHS IOCIE YCTaHOBJICHHOTO
BpeMeHHU 0e3/1eCcTBUS (HEaKTUBHOCTH ) TTOJIH30BATEISI HIIH T10 €0 3apocy

VIIA11

Pazpemienue (3anpet) AeiicTBU Mosib30BaTeNeil, pa3peeHHbIX 10 WACHTU(DUKAIMY U ayTeHTU(UKAIIUU

VIIJL12

[Tonnepxka U coxpaHeHue aTpuOyToB Oe3omacHOCTH (METOK 0€30MacHOCTH), CBA3aHHBIX ¢ WH(pOpMaluei B
MIPOLIECCE €€ XpaHeHUsl U 00pabOTKH

VIIJL13

Peanuzanus 3amyieHHOTO YAAJIECHHOT'O JOCTYyIIa CY6L6KTOB AOCTYIIa K 00BEKTaM AOCTYIIa Y€pPe3 BHCIIHUC
PIH(I)OpMaI_[I/IOHHO'TCHGKOMMYHHK&I_[I/IOHHBIC CETHU

VIIJ1.14

PernameHTanyss 1 KOHTPOJb MCIOJNB30BAaHHS B aBTOMATH3MPOBAHHON CHUCTEME YIPaBICHHS TEXHOJOTHIM
6ecrpoBOIHOTO AOCTYIa

VIJL15

PernamenTtanus u KOHTPOJIb HCIIOJIb30BAHUSA B aBTOMaTHSHpOBaHHOﬁ CUCTCMC YIIPABJICHUA MOOUIIBHBIX
TEXHUYCCKUX CPCIACTB

VIIJL16

VYmpaBieHue B3aUMOJICHCTBHEM C aBTOMATH3WPOBAHHBIMH (MH(POPMAIIMOHHBIMH) CHCTEMaMU CTOPOHHHX
OpraHu3anuii (BHEIIHUE CUCTEMBI)




VIII.17 ObecnievyeHne TOBEPEHHOM 3arpy3KH CPEICTB BRIYUCIUTEILHON TEXHUKH
II1. Orpanunuenue nporpammuoi cpensl (OIIC)
OIIC.0 Pa3zpaboTka npaBui u npoueayp (OJUTHUK) OTPAHUYCHUS POTPAMMHOM CPeIbl
OIIC.1 VYrpasnenue 3amyckoM (0OpaimieHHUsMH) KOMIIOHEHTOB IPOTPAMMHOIO OOECIeueHus, B TOM YHCIIC
OIIpE/ICIICHUE 3alyCKaeMbIX KOMIIOHEHTOB, HAacCTpOKa MapaMeTpoB 3alycka KOMIIOHEHTOB, KOHTpPOJb 3a
3aIlyCKOM KOMITOHEHTOB ITPOrPaMMHOT'0 00ecIeueHus
OIIC.2 VYnopapieHue ycTaHOBKON (MHCTa/UIALMENH) KOMIIOHEHTOB HPOTPaMMHOrO OOecleueHus, B TOM 4YHCIIE
OIlpeJieJIeHue KOMIIOHEHTOB, IOJUIeKALIMX YCTaHOBKE, HACTPOWKa MapaMeTpOB YCTAaHOBKM KOMIIOHEHTOB,
KOHTPOJIb 3@ YCTAHOBKOW KOMIIOHEHTOB IIPOIPaMMHOI0 00€CIIeYeHUs
OIIC.3 VYcranoBka (MHCTAJUIALMS) TOJIBKO Pa3pelIEHHOTO K MCIOJIb30BAHUIO MPOrpaMMHOr0 obecrieueHus U (Win)
€ro KOMIIOHEHTOB
OIIC.4 VYnpasieHue BpeMeHHbIME (haiiilaMu, B TOM YHCIIE 3alPeT, pa3pelieHne, epeHanpaBieHue 3aiucH, yaleHIe
BPEMEHHBIX (ailyioB
IV. 3amura mammHHBIX HocuTeneil nagopmaru (3HN)
3HU.0 Pa3pabotka npaBui u npoueayp (MOJUTUK) 3aLIUThl MAIIMHHBIX HOCUTENIEH
3HU.1 VYdeTr MalIMHHBIX HOCUTENIeH nHpopManun
3HU.2 VYnpaiieHue 10CTYIOM K MalllMHHBIM HOCUTEISIM UH(GOpMaIuu
3HI.3 KonTtpons nepemeriennss MallMHHBIX HOCUTeNEH nH(OpMAIMK 32 TIpeAesIbl KOHTPOIUPYEMON 30HbI
3HN.4 HckmoueHne BO3MOXHOCTH HECAaHKLIMOHMPOBAHHOIO O3HAKOMJIEHHS C CoJiepsKaHueM HuH(popMaluu,
XpaHALIEecs Ha MAIIMHHBIX HOCUTENSX, W (MJIM) HCIONb30BaHUS HOcuTeled HH(OpPMAalUd B HHBIX
aBTOMATH3UPOBAHHBIX CHCTEMAaX YIPABICHHS
3HU.5 Kontpons wucnons3oBanus uHTEpdeEiicoB BBoga (BbIBOAA) HHPOPMALMU HAa MAIIMHHBIE HOCHUTEIN

uHpopMauu




3HU.6 Kontposb BBO/A (BBIBOAA) MH(POPMAIIMKM HA MAIIMHHBIE HOCUTEIX HHPOPMaITUN

3HN.7 KoHTpons noakitoueHns MalimHHBIX HOCUTENeH nH(opMaIim

3HN.8 Yauutoxkenue (ctupanue) HH(pOpManMK Ha MAIIMHHBIX HOCHTENAX TNPU HUX IMepefade MexAy
I10JIb30BATEISIMHU, B CTOPOHHUE OPraHU3alMy JUIsl PEMOHTA UJIM YTUIIN3ALHUHY, a TAKXKE KOHTPOJIb YHUUTOXKEHUS
(cTupanms)

V. Perucrpanus cobsituit 6e3onacuoctu (PCBH)

PCB.0 Pa3pabotka npaBui u mpoueayp (MOJUTUK) PETUCTPALIUU COOBITUI O6€30MacHOCTH

PCB.1 Omnpenenenue coObITHI OE30MACHOCTH, MOAJIEKALUX PETUCTPALIMU, U CPOKOB UX XPAHEHHS

PCB.2 OmnpeneneHne coctaBa U CoJepKaHusl MHPOPMAITUU O COOBITHSIX 0€30MaCHOCTH, TIOICIKAIINX PETUCTPAIIUN

PCB.3 COop, 3anuch U XpaHeHHE WHPOPMAIUU O COOBITHUSX OC30MACHOCTH B TCUCHUE YCTAHOBICHHOTO BPEMCHH
XpaHEHUus

PCb.4 PearupoBanue Ha cOOM TP pErUCTPAIIMK COOBITHI 0€30MaCHOCTH, B TOM UKCIIE annapaTHble U TPOrpaMMHbBIE
omuOKu, cOOM B MexaHu3Max cOopa MHPOpMaUM W JOCTIKEHUE TIpe/esia WIH TEpPErnoJHeHHs o0bhema
(eMKoOCTH) aMSTH

PCB.5 MoHUTOpPUHT (MPOCMOTP, aHATIN3) PE3YJIBTATOB PETUCTPAIIMU COOBITHI 0€30MTaCHOCTH M pEarupoOBaHKe Ha HUX

PCb.6 I'enepupoBaHue BpEMEHHBIX METOK M (MJIM) CUHXPOHHU3ALUs CUCTEMHOIO0 BPEMEHU B aBTOMAaTU3MPOBAHHOMN
CHUCTEME YNPABICHUS

PCB.7 3amura uHGOpPMAaILIUU O COOBITHAX OE30MACHOCTH

PCb.8 ObecnieueHrie BO3MOKHOCTH IMPOCMOTpPA U aHaJIM3a UH(OPMAIUH O IEHCTBUAX OT/AEIbHBIX MOJIb30BaTENIEH

VI. AutuBupycHas 3amuta (AB3)
AB3.0 Pazpabotka npaBui 1 mporenyp (MOJUTHK) aHTUBUPYCHON 3aIUTHI




AB3.1

Peammzanms aHTHBHPYCHOfI 3allIUThI

AB3.2 OOHoBiieHue 6a3bl JAHHBIX MPU3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOrPaMM (BUPYCOB)
VII. O6napyxenue Bropxkenuii (COB)
COB.0 Pa3paborka npaBwi u poreayp (MOJTUTHK) OOHAPYKEHUST BTOPKEHUI
COB.1 OO6HapyxeHnue BTOPKCHHM
COB.2 Oo6HoBNEHNE 0a3bl PEHIAOIINUX MPABUI
VIII. Kontpouns (ananu3) 3amuiieHHocTy nHpopmaruu (AH3)
AH3.0 Pa3pabotka npaBui u nponeayp (MOJUTHK) KOHTPOIIS (aHaTu3a) 3alUIEHHOCTH
AH3.1 BeisBiieHME, aHAIU3 YA3BUMOCTEN U ONIEPATUBHOE YCTPAHEHHUE BHOBB BBISIBJICHHBIX YSI3BUMOCTEU
AH3.2 KoHTponb ycTaHoBKM OOHOBJIEHMH HPOrpaMMHOrO OO€cledeHMs], BKJIIOYas OOHOBIIEHHWE MPOrpaMMHOIO
o0ecredyeHus CpeACTB 3alUThl HH(pOpMaLUU
AH3.3 Koutpons paborocrnocoOHOCTH, MapaMeTpoB HACTPOMKM M MPaBWIBHOCTH  (PYHKIIMOHUPOBAHUS
IPOrpaMMHOT0 00eCreueHus U CPEJCTB 3aLUThI HH(OpMAIH
AH3.4 KoHTposnb cocTaBa TEXHUUECKUX CPEJICTB, IPOrPaMMHOTO 00€CIIeUeHHs U CPEJCTB 3aLIUThl HH(OpMaIK
AH3.5 KonTposie npaBui reHepanu U CMEHBI MTapoJIel MOJIb30BaTENEH, 3aBEACHUS U yIAJICHUSI YYETHBIX 3alUCE
10JIb30BAaTENeH, pearn3aluy IpaBuil pa3srpaHUueHus JOCTYIa, TOJTHOMOYHIM MoJIb30BaTesnei
IX. O6ecneuenue nenoctaoctu (OLJI)
OLJI.O Pa3zpaboTka npaBui u nponeayp (OJUTHUK) 0OECTICUSHHS TIEIIOCTHOCTH
OLJI.1 KoHnTpo:as nenoctHoCTH mporpaMMHOro o0ecneueHts, BKIIoYasi MporpaMMHOE 00eCcTieueHUE CPEICTB 3aLUThI

nHpopManun




OLJL.2 KonTtposb nenoctHocTH HHGOPMAIIHMH, COACPIKaIEics B 0a3ax JaHHBIX

OLJL.3 OOecnieueHre BO3MOXHOCTH BOCCTAHOBJIEHUS IPOIPaMMHOI0 oOecreueHus, BKJIOYas I[POrpaMMHOE
obecreyeHre cpeicTB 3alUThl HH(GOPMALUY, IPU BOSHUKHOBEHUN HEIITATHBIX CUTYyalui

onJL4 OOHapy)xeHHe U pearupoBaHME€ Ha IIOCTYIUIGHHE B aBTOMATU3MPOBAHHYIO CHUCTEMY YIPaBJICHUSA
He3alpalliBaeMbIX NIEKTPOHHBIX COOOIIEHNH (IIMceM, JOKYMEHTOB) U MHON HH(POPMALIUU, HE OTHOCAIIMXCS K
ee QYHKIIMOHUPOBAHUIO (3aIUTA OT CIIaMa)

OLJLS KonTponbs copepxanust vHPOpMAIUM, IE€pelaBaeMOil M3 aBTOMATU3UPOBAHHON CHCTEMbI YIPaBIICHUS
(KOHTeIHEepHbIN, OCHOBAHHBIM HAa CBOMCTBaX OOBEKTa JOCTYNAa, M KOHTEHTHBIH, OCHOBaHHBIM Ha IOHUCKE
3allpelIeHHoN K mepenade WHGOpPMAIMKM C KCIOJB30BAaHHEM CUTHATYp, MAacOK WM HMHBIX METOJIOB), U
HCKJIIOUEHHE HEePaBOMEPHOH neperaud HHPOpMaLuu

OLJIL.6 OrpanuyeHue npas MoJIb30BaTeNIEH 0 BBOY HH(GOPMALUU B aBTOMATU3UPOBAHHYIO CUCTEMY YIPABJICHUS

OLJL.7 KoHTponb TOYHOCTH, NOJHOTHI M NPABWIBHOCTH JIAHHBIX, BBOAMMBIX B aBTOMATU3HPOBAaHHYIO CHCTEMY
yIpaBiIEeHUs

OLJL.8 KouTpons ommOouHBIX JAeicTBUI Mosib30BaTene 1o BBoAy M (WiaM) mepenade HHpopmanuu u
MpeAyNpexRACHUE MOIb30BaTeNield 00 OIMTMOOYHBIX IEHCTBUIX

X. O6ecnieuenne qocrynHoctu (OT)

OAT.0 Pa3paboTka npasui u nponeayp (OJUTHK) oOecrieyeHus JOCTYITHOCTH

OAT.1 Hcnonp30BaHKne 0TKa30yCTOMYMBBIX TEXHUYECKUX CPEICTB

OAT.2 PesepBupoBaHrEe TEXHHMUYECKUX CPEICTB, MPOrPaMMHOrO oOecreueHHs, KaHaloB Iepenadd HHGOpMaIHH,
cpencTB obecnieueHus: GyHKIUOHUPOBAHUS CUCTEMBI

OIT.3 KonTtponb 6e30Tka3HOTr0 (hyHKIIMOHHPOBAHUS TEXHUYECKHX CPENICTB, OOHApY>KEHHE U JIOKAJIU3alUs OTKa30B
(YHKIIMOHUPOBAHMUS, IPUHITHE MEP 110 BOCCTAHOBJIEHUIO OTKA3aBIIUX CPE/ICTB U UX TECTUPOBAHUE

OAT A4 [lepuonnueckoe pe3epBHOE KOMUPOBaHUE UHPOPMALIMU HA Pe3epPBHBIC MALTMHHbBIE HOCUTENIN HH(DOPMAITIH




OAT.5 OOecnieueHre BO3MOXXHOCTH BOCCTAQHOBIICHHMsSI HWH(POpPMALlMM C PE3EPBHBIX MAIIMHHBIX HOCHTENEH
nHpopManuu (pe3epBHBIX KOMUN) B TEYEHUE YCTAaHOBICHHOTO BPEMEHHOT'O HHTEPBAajIa

OT.6 Kiacrepuzamus aBToMaTU3HPOBAHHON CUCTEMBI YIIpaBJICHUS U (MJIH) €€ CErMEHTOB

OHT.7 KoHTponb cOCTOSIHMSI M KauecTBa NPEJOCTABJICHUS IOCTABLUIMKOM TEJIEKOMMYHHMKAIIMOHHBIX YCIYT
BBIUUCIIUTENIBHBIX PECYPCOB (MOLIHOCTEH), B TOM YHCIIE 110 Nepeaye HHPOopMaLuu

XI. 3amura cpenbl BupTyanusanuu (3CB)

3CB.0 Pazpabotka npaBui v npouenyp (MOJUTHK) 3aLIUThI CPeIbl BUPTYaATU3aUH

3CB.1 Wnentudukanust u ayTeHTU(QUKAIMS CyObEKTOB JOCTyHa M OOBEKTOB JOCTyna B BUPTYaJbHOU
MHPPACTPYKTYpPE, B TOM YHUCIIC aIMUHICTPATOPOB YIPABJICHUS CPEJACTBAMHU BHPTYAIN3ALUN

3CB.2 VYnpasieHue JOCTYyNOM CYOBEKTOB JIOCTyNa K OOBEKTaM JOCTyNa B BUPTYaJbHONH MHPPACTPYKTYPE, B TOM
qrciie BHYTPH BUPTYAIbHBIX MAIIUH

3CB.3 Perucrpanus coObITHI 6€30M1aCHOCTH B BUPTYaJIbHON HH(PPACTPYKTYpe

3CB.4 Vnpasienune (¢uibTpauus, MapuIpyTU3alus, KOHTPOJIb COEJUHEHHUS, OJIHOHAINPaBJCHHAas Iepejayda)
MOTOKaMH HMH(OpMaruy Mexay KOMIIOHEHTaMHU BUPTYaJbHOM HMHQPACTPYKTYpPBI, a TaKKe M0 HNepUMETPY
BUPTYaJIbHOW MHPPACTPYKTYPHI

3CB.5 JloBepeHHast 3arpy3ka CepBepOB BHPTyajlW3allid, BHUPTYyalbHOW MaIIUHBI (KOHTEHHEpa), CEpBEPOB
yIIpaBJICHUS] BUPTYyaIH3aIfen

3CB.6 VYnpasieHue nepeMenieHueM BUPTYalbHbIX MallliH (KOHTEHHEPOB) U 00pabaThiBa€MbIX Ha HUX JaHHBIX

3CB.7 KoHnTpoab nenoctHoCTH BUPTYaabHOU HH(PACTPYKTYPHI U €€ KOHPUTypaui

3CB.8 Pe3epBHOE KOMMpOBaHUE NAHHBIX, PE3EPBUPOBAHME TEXHHUUECKUX CPEICTB, MPOrpaMMHOTO OOecredeHus
BUPTyaJIbHOW MH(PPACTPYKTYPHI, @ TAK)KE KAaHAJIOB CBSA3M BHYTPHU BUPTYAIbHON HHPPACTPYKTYPHI

3CB.9 Peanuzarus u ynpaBieHrne aHTUBHPYCHOM 3aIIUTON B BUPTYATbHOW HHPPACTPYKTYPE




3CB.10

Pazbuenue BUpTyansHOM HHPPACTPYKTYPHI HA CETMEHTHI (CETMEHTUPOBAHUE BUPTYaATbHOU HHOPACTPYKTYPHI)
it 00paboTKH MH(MOPMAILIUK OTJEIBHBIM TOJIH30BATENIEM U (HITH) TPYIIION MOJIb30BaTeNeit

XII. 3amura Texaundeckux cpeacts (3TC)

3TC.0

Pazpabotka mpaBui u mporenyp (MOJUTHK) 3aLIUThl TEXHUYECKUX CPENICTB

3TC.1

3ammuTa I/IH(bOpMaI_[I/II/I, O6pa6aTBIBaeMOﬁ TEXHUYECCKUMHU CPEACTBAMU, OT €€ YTCUKHU 110 TEXHUYCCKHUM KaHaJlaM

3TC.2

Opranuzaiivs KOHTPOJIMPYEMOH 30HBI, B IpeaeNaX KOTOPOH MOCTOSHHO pa3MENIaloTCs CTallMOHAPHBIE
TEXHUYECKHE CPEJICTBA, 00padaThIBaroNIye NHPOPMAIUIO, UCTIOTHUTEILHBIC YCTPONCTBA U CPEICTBA 3AITUTHI
nH(popMaInK, a TaKKe CpelCcTBa o0ecrieueHus: (HyHKIIMOHUPOBAHUS

3TC.3

KOHTpOHB U YyIIPpaBJICHHUC (1)H31/I‘ICCKI/IM AOCTYIIOM K TEXHHUYCCKHUM CPEACTBAM, CpCACTBAM 3alIWUTHI
PIH(bOpMaI_[I/II/I, cpeactsam obecreyeHus q)YHKI_II/IOHI/IpOBaHI/IFI, a TAaKXC B IIOMCHICHUSA U COOPYKCHUSA, B
KOTOPBIX OHH YCTAHOBJICHBI, UCKJIIOYAKOIINEC HGC&HKHI/IOHI/IpOBaHHBIfI (1)I/I3I/I‘-I€CKI/II7I A0CTyll

3TC.4

Pa3memenue ycTpoiicTB BeIBOAa (0TOOpaxkeHMs) WH(MDOPMAIMK, MCKITIOYAOINISe €€ HECAaHKIIMOHHPOBAHHBIN
MIPOCMOTP

3TC.5

3aimuTa OT BHEIIHUX BO3/AE€UCTBUMN (BO3AEHCTBUN OKPYKAIOIIEN Cpe/bl, HECTAOMIBHOCTH 3JIEKTPOCHAOKEHNUS,
KOHJUIIMOHUPOBAHHUS U UHBIX BHEIIHUX (PAKTOPOB)

XIII. 3anuTa aBTOMaTH3UPOBAHHOM cucTeMbl U ee komrnoHeHTOB (3MC)

3UC.0

PazpaboTka npaBui u npoueayp (MOJUTUK) 3aIIUTHl aBBTOMATU3UPOBAHHON CUCTEMBI 1 €€ KOMIIOHEHTOB

3UC.1

Pa3znenenue pyHkuumit no ynpasieHuo (aAMUHUCTPUPOBAHNIO) aBTOMATU3UPOBAHHON CUCTEMOMN yIIpaBJIeHMUS,
yIIpaBJIeHUIO (aIMUHUCTPUPOBAHMIO) CUCTEMOM 3aluThl, (QYHKIMHA MO 00paboTke MHGPOPMALMU U HMHBIX
(GyHKIIMI aBTOMaTU3UPOBAHHOM CHCTEMBI YIIPAaBIIEHUS

3UC.2

[IpenoTrBpaleHue 3a1ep:KKU WIK IPEPHIBAHKS BBIITOJIHEHUS IPOLECCOB C BBICOKUM IIPUOPUTETOM CO CTOPOHBI
IIPOLIECCOB C HU3KUM IPUOPUTETOM

3UC.3

Obecnieyenne 3amuThl HMHQOpPMALIMKU OT PACKPBITHS, MOAU(PUKALUU M HaBs3bIBaHMUS (BBOJA JIOKHOMN
nH(popMalun) npu ee nepeaaye (MOArOTOBKE K Mepeade) Mo KaHajaaM CBS3U, UMEIOIIUM BBIXOJI 38 IIPEIEIIbI




KOHTpOHpreMOfI 30HBI, B TOM 4YHUCJIC 6eCHpOBOI[HBIM KaHaJlIaM CB3H

3UC.4

OOecnieueHre JTOBEPEHHBIX KaHalla, MapIIpyTa MEXAy aJMUHUCTPATOPOM, IOJIB30BATEIIEM U CPEICTBAMHU
3amuThl HHGopMaIuu (PyHKIUIMHA 0€30IMaCHOCTH CPEICTB 3aIUThI HH(POpMAIN)

3UC.5

3anpeTr HeCaHKUMOHUPOBAHHOW YAaJeHHOW aKTHBAIIMU BUJEOKamep, MUKPO(POHOB U HMHBIX MepUpepUuiHbIX
YCTPOMCTB, KOTOPbIE MOTYT aKTUBHPOBATHCS yIAJIEHHO, U OTMOBEIIEHUE TOJIb30BaTeNIel 00 aKTUBALIUY TaKUX
YCTPOMCTB

3UC.6

[lepemaya W KOHTPOJIb IICJIOCTHOCTH aTpUOYTOB 0€30mMacHOCTH (METOK O€30MacHOCTH), CBSI3aHHBIX C
uHbopmanmelt, mpu oOMeHe HWHPOpPMaLUeH ¢ HMHBIMH aBTOMATH3MPOBAHHBIMU (MH(OPMAIIMOHHBIMH )
CHCTEMaMH

3UC.7

KOHTpOHL CAHKINMOHUPOBAHHOI'0O M MCKIKYCHHC HCCAHKIHWOHUPOBAHHOI'O MCIIOJIb30BaAHUSA TEXHOJIOTHI
MOOMIBLHOTO KOJa, B TOM 4YHCJIC PCTUCTpalUia CO6BITI/II71, CBSI3aHHBIX C HCIIOJIL30BAaHUEM TEXHOJIOTHM
MOOMILHOTO KOIa, X aHajlu3 U p€arupoBaHHUC HAa HAPYUICHUA, CBA3AHHBIC C HMCIIOJIB30BAaHUCM TEXHOJIOTHit
MOOMIBLHOTO KOoJa

3UC.8

KOHTpOHL CAaHKIIUOHUPOBAHHOI'0O MW HCKIIOYCHUEC HCCAHKIMOHHUPOBAHHOTO HCIIOJIb30BAHUA TEXHOJIOTUI
nepeaaun peur, B TOM YHUCJIC pErucTpanus CO6LITHI>1, CBSI3aHHBIX C MCIOJIb30BAaHUEM TE€XHOJIOTHUH nepeaaun
pEUH, UX aHaJIU3 U p€arupoOBaHrUC HAa HAPYIICHU S, CBA3aHHBIC C UCITOJIb30BAHHUEM TEXHOJIOTHI nepeaadyun peuun

3UC.9

KoHTpO/1b CaHKIIMOHUPOBAHHOM U MCKITIOUEHNE HECAHKIIMOHUPOBAHHOM nepeaun BUAeonH(pOopMalluu, B TOM
qHCcJIe perucTpalus CoObITUM, CBA3aHHBIX C Nepeaayeil BUaeconH(popMaluy, UX aHAJU3 U pearupoBaHUE Ha
HapyLIeHUs], CBA3aHHbIE C Iepeayeil BuaeonHpopMaun

31C.10

HOI[TBep)K,I[eHI/IC IMPOUCXOKACHUA NCTOYHUKA I/IH(I)OpMaI_II/II/I, HOquaeMOﬁ B IIpoLecce OIpEACIICHUS CCTCBBIX
aapeCOB IO CETECBBIM NMCHAM MJIU OMPECACIICHHA CETCBBIX UMCH IO CETCBBIM aApecaM

31C.11

ObecnieueHne MOAIMHHOCTH CETEBBIX COSTUHEHUN (CEAaHCOB B3aUMOJICUCTBUS), B TOM YHCJIE JJIS 3aIIUTHI OT
TTOJMEHBI CETEBBIX YCTPOMCTB U CEPBUCOB

3UC.12

HckmoueHne BO3MOKHOCTH OTpULIAaHUA TOJb3oBareneM (akTa OTHPaBKHM HHPOPMALUMU  JAPYroMYy
M10JIb30BATEIIO

31C.13

HckmioueHne BO3MOXHOCTU OTpHUI@HMS TOjib30oBaTeneM (¢akTa MoJydeHus HHGOpMaluud OT Jpyroro




I10JIB30BaTCIIA

31C.14 Hcnonp30Banue yCTpOWCTB TEPMUHAIBHOTO IOCTYIA AJIsi 00paboTKy HH(pOpMaIiu

3UC.15 3ammTa apXuBHBIX (DailyIoB, MapaMEeTpOB HACTPOWKH CPEICTB 3alIUThl MH(OPMAIMM U TMPOTrPAMMHOIO
o0ecrieyeHrsl ¥ MHBIX JaHHBIX, HE MOAJISKAIINX U3MEHEHHIO B Iporiecce 00padoTKu HHPOpMALUT

3UC.16 BrisiBnienue, ananus v OJIOKHPOBAHUE CKPBITHIX KaHAIOB Mepeaauu nH(OpMAaIiy B 00X0/1 peaTM30BaHHBIX MEP
3alIUThl HH(OPMAIMK WK BHYTPU Pa3peIICHHBIX CETEBBIX MPOTOKOIOB

3UC.17 PazOuenne aBTOMAaTH3MPOBAHHOW CHCTEMBI YIPABICHHS Ha CETMEHTHI (CErMEHTHPOBAHME) U OOecleYeHne
3alIUTHI IEPUMETPOB CETMEHTOB

3UC.18 ObecnieueHne 3arpy3Ki U UCHOIHEHUS TPOrPAMMHOTO 00ECTICYeHHS C MAIIMHHBIX HOCHTENEeH HH(OpMAIIHH,
JOCTYIHBIX TOJIBKO JUISl YT€HUS, U KOHTPOJIb LIEJIOCTHOCTU JAHHOT'O IPOrPaMMHOTO 00ecreueHus

3UC.19 W3osnsanus npoieccoB (BHIOJHEHUE IPOTrPaMM) B BBIIEICHHOM 001acTH MaMATH

31C.20 3amuTa 0eclIpOBOAHBIX COEAMHEHUMN, IPUMEHAEMBIX B aBTOMATU3UPOBAHHON CUCTEME YIPaBICHUS

31C.21 HckiroueHnne J1ocTyna Mmojb3oBaTes K MHPOPMALMU, BO3HUKILIEH B pe3yibTare NeMCTBUN NpeablayILero
MI0JIb30BATENs Yepe3 PeecTphl, ONEPATUBHYIO NaMsITh, BHEIIHUE 3alIOMUHAIOLINE YCTPOICTBA U MHBIE 00IIHUe
JUTS1 TIOJIB30BATENIEd PECYPChI

31C.22 3amuTa aBTOMAaTU3UPOBAHHONW CUCTEMBI YIIPABJICHHS OT Yyrpo3 0€30MacHOCTH MH(OPMAIMH, HallpaBJIEHHBIX
Ha OTKa3 B 00CIIy>KMBaHUH

31C.23 3amuTa nepumerpa (GuU3HUecKux U (W) JOTMYECKUX I'PaHUI]) aBTOMATU3UPOBAHHOMN CUCTEMBI YIIPaBIICHUS
IpH €€ B3aUMOJCHCTBUM C WHBIMH aBTOMATH3MPOBAHHBIMH (MH(GOPMAIIMOHHBIMH) CHUCTEMaMU W
MH(POPMAIMOHHO-TEIEKOMMYHUKAITHOHHBIMU CETAMHU

3UC.24 [IpekpalieHue ceTeBbIX COEIMHEHMH IO MX 3aBEpIICEHWH MM 10 HCTEYEHHH 3aJJaHHOTO ONepaTopoM
BPEMEHHOT'0 MHTEpBaJIa HEAKTUBHOCTH CETEBOTO COEIMHEHUS

31C.25 Hcnonp3oBaHue B aBTOMAaTH3UPOBAaHHOM CHCTEME YIPABICHUS PA3IMYHBIX THUIOB OOIIECHCTEMHOIO,

MIPUKJIATHOTO M CTHEIUATBHOTO MPOrPaMMHOTO 00eCTICUeHHS (CO3/TaHIe TeTEPOTEHHOMN CPEJIbI)




3UC.26 Hcnonb30BaHue MPUKIAIHOTO (CHENHAIBLHOTO) MPOTPAMMHOTO OOECIICUCHHS, MMEIOIIETO0 BO3MOXKHOCTH
(YHKIMOHMPOBAHUS B CPe/laX Pa3IMYHBIX ONEPALMOHHBIX CHCTEM

3UC.27 Cozpnanue  (OMyJssALMsA)  JIOKHBIX ~ KOMIIOHEHTOB  aBTOMAaTHM3MpPOBAaHHOW  CUCTEMBI  yIpaBJIEHUS,
IIpeIHa3HAYEHHBIX JUIsl OOHApyXEHHs, PETUCTpAallud M aHaiau3a JEHUCTBUN HapylIUTeleld B Ipolecce
peanuzanuu yrpo3 0e3onacHocTy HHGopMauu

3UC.28 BocnpousBenenne JIOKHBIX W (WJIM) CKPBITUE HWCTUHHBIX  OTICNBHBIX TEXHOJOTHH U (WIH)
CTPYKTYpHO-(DYHKIIMOHAJIBHBIX XapaKTePUCTUK aBTOMATH3UPOBAHHOM CHCTEMBbI YIPABJICHUA WU €€
CeTMEHTOB, O00ECIECUMBAIONICEe HABS3BIBAHWE HAPYIIUTETIO JIOKHOTO TMPEICTABICHUS 00 HWCTHHHBIX
TEXHOJIOTHUSIX U (MIIN) CTPYKTYPHO-(YHKIIMOHATBHBIX XapaKTEPUCTUKAX

3U1UC.29 [lepeBoa aBTOMATH3MPOBAHHON CHUCTEMBl WU €€ YCTPOMCTB (KOMIIOHEHTOB) B 3apaHee OMpeeIICHHYIO
KOH(UTYypaluio, 00ecIeynBaroIy0 3alUTy UHQOpPMAIINH, B CTy4ae BOSHUKHOBEHUU OTKa30B (COOEB)

31C.30 3amuTa MOOMIIbHBIX TEXHUUYECKUX CPEACTB, IPUMEHSIEMbIX B aBTOMaTU3MPOBAHHOMN cUCTEME YIIPaBJICHUS

XIV. OGecneuenue 6e3omacHoil pazpadboTku mporpammuoro obecrneueHus (ObP)

OBP.0 Pazpabotka mpaBun u mpouenyp (MOTUTHK) oOecriedeHus: O€30MacHOM pa3pabOTKH MPOTPaMMHOTO
o0ecrnieueHus

OBbP.1 AHanu3 ya3BUMOCTEN U yrpo3 0€30macHOoCTH MH(OpMAINK B X0Z€ pa3pabOoTKU MPOrpaMMHOI0 00ecTieYeH s

ObP.2 CraTuyeckuil aHaIM3 Ko/a MPOrpaMMHOI0 00eCIeYeHUs B X0/1€ pa3padOTKH MPOrpaMMHOI0 00ecrieueHus

OBP.3 PyuHoli aHanmM3 Ko/1a MporpaMMHOI0 o0ecredeHns B X0/1€ pa3paboTKH MPOrpaMMHOI0 00ecriedeHus

ObP .4 TectupoBaHue Ha IPOHUKHOBEHHUE B X0/1€ Pa3pabOTKU MPOrpaMMHOI0 00ecredeHUs

OBP.5 JluHaMu4ecKuil aHaJIu3 KoJja MPOrpaMMHOT0 o0eciedeHus B X0 1€ pa3paboTKH MPOrpaMMHOT0 obecreueHus

OBP.6 JIoOKyMEeHTHUpOBaHHE TIpoleyp oOecredeHusi Oe30MacHOW pa3pabOTKHM MPOTPAMMHOTO OOecredeHus

pa3paboTYNKOM U MPECTABIEHUE X 3aKa34yHKy (orepaTopy)

XV. Ynpasnenue oOHOBICHUAMHU TporpaMMHoro obecnieuenus (OI10)




OII0.0

Pa3paborka mpaBun u mporenyp (NMOJUTHK) yMpaBiICHHUs OOHOBICHUSMHU MPOTPAMMHOTO OOECTICUCHUs
(BKITIOUAs MOTyYEHHUE, TPOBEPKY M YCTAHOBKY OOHOBIICHHIA)

OIIO.1

HonyquI/Ie OOHOBJIEHUH IIporpaMMHOI0 obecreyeHus ot pa3pa60TqI/H<a HJIN YIIOJJTHOMOYCHHOI'O UM JIMla

OI1O.2

TectupoBanre 0OHOBJICHHI MPOTPAMMHOT0 00ECIICUEHHS 0 €r0 YCTAHOBKM Ha MAaKETE UM B TECTOBOM 30HE

OIIO0.3

LlenTpanu3zoBaHHas yCTaHOBKA OOHOBJIEHUN POrpPaMMHOI0 0OecriedeHHs

XVI. [1nanupoBanue MeponpusiTHii Mo odecneueHuro 3amuTsl nHGopmarmu (ITJIH)

[TJIH.O0

Paszpabotka npaBun u npouenyp (IMOJUTUK) TUIAHUPOBAHHS MEPOIPHITUN IO OOECIICYCHUIO 3allUThI
nHpopmauu

[TJIH.1

OnpeﬂeneHHe Juh, OTBCTCTBCHHBLIX 3a IUIAHUPOBAHUC, PCAIIM3alIUI0 W KOHTPOJIb MGPOHpI/IﬂTI/Iﬁ 10
o0ecIeyeHnro 3aIlIUThI I/IH(i)OpMaI_II/II/I B aBTOMaTI/I3I/IpOBaHHOI>'I CHUCTCMC YIIPABJICHUA

[TJIH.2

Pa3pa60TKa, YTBCPIKACHUC U aKTyaJIn3allvs IJIaHa MepOHpI/IﬂTI/Iﬁ 0 00€eCIEeYEHHIO 3aIlIUThI I/IH(i)OpMaL[I/II/I B
ABTOMATU3UPOBAHHBIX CUCTCMAX YIIPABJICHUA

[TJIH.3

KOHTpOHL BBITIOJIHCHU A MepOHpI/IHTI/Iﬁ 10 00ECIIEUCHHIO 3alllUThI I/IH(I)OpMaI_II/II/I B aBTOMAaTHU3UPOBAHHBIX
CUCTCMAX YIIPABJICHUA, TPCAYCMOTPCHHBIX YTBCPKACHHBIM ITJIAHOM

XVIIL. Ob6ecneuenue neicTBUi B HEIITATHBIX (HempenBUIeHHBIX) cutyanusx (JJHC)

JIHC.0

PazpabGorka mpaBun u mpouenyp (MOJUTHUK) OOecTeueHUs] NEHCTBUM B HEIITATHBIX (HEMPEIBHUICHHBIX)
CUTYyAaLUSIX

JIHC.1

Pa3pa60TI<a IJIaHa ACHCTBUI Ha cnyqal‘/'l BO3HHMKHOBCHUS HCIITATHBIX (HerCIlBI/II[eHHBIX) CI/ITyaLII/Iﬁ

JIHC.2

OOyuenne u oTpaboTKa JEHCTBHIl MepcoHana B cllyyae BO3HMKHOBEHHS HEUITATHBIX (HEMPEABHIEHHBIX)
CUTYyalHil

JHC.3

Coznanue anbTEpHATUBHBIX MECT XpaHEeHUs U 00paboTku HH(MOpMaMM Ha Cilydall BO3HUKHOBEHHS
HEIITATHBIX (HeMpeABUACHHBIX) CUTYaIUI




JHC.4

PesepBupoBanre MpPOrpaMMHOTO OOECIEUEHHUs, TEXHUYCCKUX CPENICTB, KaHAJIOB IMepeladdl JIaHHBIX
ABTOMATU3MPOBAHHBIX CHCTEM YIIPABJICHUS HA Cioydaid BO3HUKHOBEHMS HEIUITATHBIX (HEMPEIBUICHHBIX)
CUTYyalHi

JIHC.5

OOecrnieueHrne BO3MOKHOCTH BOCCTAHOBJICHHS aBTOMaTHSHpOBaHHOﬁ CUCTEMBI YIHpaBJICHUA U (I/IJ'II/I) €
KOMITOHCHT B CJIy4a€ BOSHMKHOBCHU HEIITATHBIX (HereﬂBI/II[eHHBIX) CI/ITyaHI/Iﬁ

XVIII. Unpopmuposanue u odydenue nepconana (UI10)

HI10.0

Pa3pabotka npaBui u npoueayp (MoJUTUK) HHPOPMUPOBAHUS U O0yUEHHS TIepcoHala

HI10.1

NudopmupoBanue nepconana 06 yrpozax 0€30macHOCTH WHGOpMAaLIMHU, O IPaBUIIAX AKCIUTyaTallil CUCTEMBbI
3aIUTHI aBBTOMATH3UPOBAHHOW CHCTEMBI YIPABICHUS M OTACIBHBIX CPEJCTB 3aIIUTH HHPOPMAITHH

HI10.2

OOyueHue mepcoHana NpaBWIaM OJKCIUTyaTallMM CHUCTEMBbI 3alllUThl aBTOMATHU3MPOBAHHON CHCTEMBI
YIpaBJICHUS U OTJIETbHBIX CPEACTB 3alUThI HHPOPMALIUH

HII10.3

HpOBGI{GHI/Ie MPAKTUYCCKUX 3aHATHH C IepCoHaJIOM IO IIpaBUWJIaM BKCILIyaTalluh CHUCTEMbI 3allHUTbL
aBTOMaTH3HpOBaHHOﬁ CHUCTCMBI YIIPABJIICHUA U OTACIBHBIX CPCACTB 3allIUThI I/IHq)OpMaHI/II/I

XIX. Ananu3 yrpo3 6e30nacHOCTH HH(POPMALIMU U PUCKOB OT UX peanuszauuu (YBN)

YBU.0

Pa3pabotka mpaBui u mpouenyp (MOTUTHK) aHalu3a yrpo3 0e30MacHOCTH MH(POpPMAIMH M PUCKOB OT HX
peanu3anuu

YBU.1

HepI/IOI[I/I‘IeCKI/Iﬁ AHAJIN3 UBMCHCHHS YI'PO3 0e30ITacCHOCTH I/IH(i)OpMaI_II/II/I, BO3HHUKAIOMIUX B XOAC SKCIUTyaTallun
aBTOMaTHSHpOBaHHOﬁ CHUCTCMBI YIIPABJICHUA

YBU.2

[Tepunoanueckas mepeorieHKa MmocjaeACTBUIN OT pean3aliii yrpo3 0e30MmacHoCcTy nHpopMaIuu (aHaIu3 pucka)

XX. BoisiBieHrne HHIMACHTOB U pearnpoBanue Ha HUX (MHLY)

MHILO

Pa3pa60TI<a IMpaBUJI U Ipoueayp (HOHI/ITI/IK) BBISABJICHUS MHIIUACHTOB U PCarupoOBaHUs HA HUX

WHIL 1

OnpeﬂeneHHe JIML, OTBETCTBCHHBIX 3a BBIABIICHUC HHIUJACHTOB U pCarupoOBaHUC HAa HUX




HHII.2 Oo6nHapyxenue, uAeHTUGUKAIUSA U PETUCTPAIUs UHITUICHTOB + + +

WHIIL.3 CoeBpemeHHOE HHGOPMUPOBAHUE JIMILI, OTBETCTBEHHBIX 32 BBISIBJICHUE MHIIUACHTOB U pearupoBaHue Ha HUX, | + + |+
0 BO3HMKHOBEHHUU MHIUICHTOB

HHII 4 AHanM3 UHIIUJEHTOB, B TOM YHCJIC ONPECICHIE HCTOYHUKOB U TPUYUH BOZHUKHOBEHUS MHIIMICHTOB, a TAK)Ke | + + +
OLIEHKA UX ITOCJIEACTBUI

MHIL.S [IpuHsATHE MEp IO YCTPAHEHUIO MTOCIIEACTBUN UHIIUACHTOB + + +

MHIIL.6 [InanupoBaHue U MPUHITHE MEP IO MPEAOTBPAIICHUIO TIOBTOPHOTO BOSHUKHOBEHUS HHIIUCHTOB + + |+

XXI. Ympasnenue koHpUTypalred aBTOMaTU3UPOBAHHOM CUCTEMBI yIIpaBJIeHUs U ee cucTeMbl 3aiuThl (YKD)

YK®.0 Pa3paborka mpaBui u npouenyp (MOJIUTHK) YIpaBlieHUs KOH(UTypalyedl aBTOMaTH3WPOBAHHON CHCTEMBI| + + |+
YIPABJICHUS U €€ CUCTEMBI 3aIIUThI

YKo®.1 Omnpenenenue Wi, KOTOPBIM pa3pelieHbl JEHCTBUS 10 BHECEHHWIO HW3MEHEHUWH B KoHurypamuio| + + |+
ABTOMATU3HPOBAHHON CUCTEMBI YIIPABJIEHUS U €€ CUCTEMBI 3aIUThI

VK®.2 VYnpaBieHne HW3MEHEHHsIMH KOH(UIYypallud aBTOMAaTH3UPOBAaHHON CHCTEMBbl YIpPAaBIEHHUS M €€ CHCTeMBbI | + + |+
3aLUThI
VK®.3 AHanmu3 NOTEeHIMAIbHOTO BO3JEHCTBUS IJIAHUPYEMBIX M3MEHEHUM B KOH(UIypaluu aBTOMAaTU3MPOBAHHOW | + + |+

CHCTEMbI YIPABJICHUS U CUCTEMBI 3aLIUTHI HAa 00ecieyeHHE 3alluThl UH()OpPMAIMK U COTJIACOBaHNE U3MEHEHUH
B KOH(Urypaluy aBTOMaTHU3WPOBAHHON CHCTEMbI YIPABIEHUS C JIOJDKHOCTHBIM JIMLOM (pabOOTHUKOM),
OTBETCTBEHHBIM 32 o0ecreyeHrne 6€30MacCHOCTH aBTOMATU3UPOBAHHOM CUCTEMBI YIIPaBJICHUS

VK®.4 JlokyMeHTupOoBaHHe HWHpopManuu (JaHHBIX) 00 HW3MEHEHHAX B KOH(MUTYpallud aBTOMATU3MPOBAHHOW | + + |+
CUCTEMBI YIIPABJICHUS U €€ CUCTEMBI 3alllUThI

VK®.5 PernamenTarusi 1 KOHTPOJIb TEXHUYECKOTO OOCTY>KMBaHUS, B TOM YHCIE AUCTAHIIMOHHOTO (yAaleHHOro),| + + +
TEXHUYECKHUX CPEJICTB M MPOTPAMMHOT0 00ECTICUCHHSI aBTOMAaTH3UPOBAHHON CUCTEMBI YIIPABICHUS

"+" - mepa 3amuTel HHGOPMAIIMH BKIIFOYEHA B 0a30BBI HAOOP MEP MJIsi COOTBETCTBYIOIIETO KJIacca 3allUIEHHOCTH aBTOMAaTU3UPOBAHHOM




CUCTEMBI YIIPaBJICHHUS.

Meps! 3amuTel HHGOpMAIMK, HE 0003HAUYEHHBIE 3HAKOM "+, IPUMEHSIOTCS MpHU aAanTalid ¥ YTOYHEHUU aJalTHPOBAHHOTO 0a30BOTO
Habopa Mep, a Takke Mpu pa3paboTKe KOMIICHCHUPYIOIUX Mep 3alUThl MHQOpPMAIMKM B aBTOMAaTU3UPOBAHHOM CHCTEME YIIpaBJICHUS
COOTBETCTBYIOIEIO KJlacca 3allUIEHHOCTH



